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h1O O8aK

3NOGO"VPN ManagerKD$FJ1Kb@7"=lr5]<H9k IBM O<I&

'"&3s]<MsHNj9Hr-\7"VPN ManagerrHQ9k?aK,WJO<I

&'"H=UH&'"NWor(7^9#

VPN Manager N5W

Nways VPN ManagerO"IBM +/NP<Ack&Wi$Y<H&MCHo</NbK?

<"$YsHsp"c2IZ"0n)f"*hS"Wj1<7gsN/0K,WJ!=

rs!7^9#

O<I&'"&5]<H

Nways VPN ManagerP<8gs 2.0 O"!NuVKBu5lF$k VPN !=NbK?

<*hS0n)frT$^9#

v IBM 2210 Nwaysk<?<

v IBM 2212 Nways"/;9&f<F#jF#<

v IBM 2216 Nways^kA"/;9&3M/?<

v IBM MCHo</&f<F#jF#<

O<I&'"*hS=UH&'"N0sro

Nways VPN ManagerO"!N$:l+NWiCHU)<`QN Nways(lasH&^M

<8c< P<8gs 2.0 ,,WG9#

v AIX

v HP-UX

v Windows NT

Nways(lasH&^M<8c<NG.O<I&'"Wo,"Nways VPN ManagerNW

ohjesCF$kNG"ICNO<I&'"WoO"j^;s#
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h2O VPN N5W

P<Ack&Wi$Y<H&MCHo</ (VPN) O"$sHiMCH+iNpsr$s

?<MCHNh&Jx0 IP MCHo</rp7FB4KAw9kjJr"(sI&f<

6<Ks!7^9# VPN O"l$d< 2 HsMk"IPSecHsMk"*hS]j7<

G=.9k3H,G-^9#l$d< 2 HsMkO"jb<H&@$dk$s&f<6

<KP7F VPN !=rs!7^9# IPSecHsMkO"IP f<6<KP7F VPN !

=rs!7^9#]j7<O"j=<9XN"/;9)frs!7^9#

3NOGO"!N`\KD$F5b7^9#

v l$d< 2 HsMkAw

v IPSecHsMkAw

v ]j7<

l$d< 2 HsMkAw

l$d< 2 HsMkAwWmH3kO"x0 IP MCHo</rp7F"d_]$sH&

]$sH&WmH3k (PPP)HiU#C/rB4KAw9k3H,G-^9# 2 o`N

MCHo</&bGkrNQ7?"3 o`Nl$d< 2 HsMkAwWmH3k,"j

^9# 3 o`Nl$d< 2 HsMkAwWmH3kHO"l$d< 2 HsMkAwW

mH3k (L2TP)"l$d< 2 >w (L2F) WmH3k"*hS]$sH&]$sH&Hs

MkAwWmH3k (PPTP)G9# 2 o`NMCHo</&bGkHO"/)*HsM

kAwH+/*HsMkAwG9#

Ql

MCHo</&"/;9&5<P< (NAS) O"x0r9ECV (PSTN)d5<S9mg

G#8?kV (ISDN) Nh&Jr9MCHo</=$K\35lF$kuVG"]$s

H&]$sH&WmH3k (PPP)N(sI&79F`,H_~^lF$^9# L2TP H

sMkr+O9k=Orw(F$k NAS r"L2TP "/;98~uV (LAC) HFsG

$^9# NAS O"eFN+O&G"j"/FNu.&KJj^9#2<H&'$O"PPP

r*;9k=Orw(?uVG"L.N5<P<&r4v7^9#2<H&'$O"

L2TPMCHo</&5<P< (LNS) HbFPl^9#2<H&'$O"/FN+O&G

"j"eFNu.&KJj^9#

/)*HsMkAw

/)*HsMkAwO"HsMkAwrD=K9k=UH&'"r}?J$@$dk$

s&/i$"sH,"MCHo</&"/;9&5<P< (NAS) +ikHMCHo</
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KHsMkAw9k PPP;C7gsr+OG-^9#3NbGkGO"PPP;C7gs

O/i$"sHH2<H&'$NVK8_7"HsMkO NAS H2<H&'$NVK8

_7^9#

+/*HsMkAw

l}"+/*HsMkAwO"@$dk$s&/i$"sHOHsMkAw,HQD=

G"k3H,,WG9#3NbGkGO"/i$"sHO"GiK5<S9&WmP$

@<K@$dk7F$s?<MCHK"/;97^9#5<S9&WmP$@<XN\

3,N)5l?e"/i$"sHO2<H&'$XNl$d< 2 HsMkrN)7"3

N7?KN)7?HsMkrp7F"(sI&(sIN PPP;C7gsrN)7^9#

3NbGkGO"PPP;C7gsHHsMk,"/i$"sHH2<H&'$NVK8_

7^9#

l$d< 2 HsMkAwWmH3k

l$d< 2 HsMkAwO"!NWmH3krHQ7^9#

L2TP l$d< 2 HsMkAwWmH3kO"l$d< 2 >w (L2F) WmH3k*

hS]$sH&]$sH&HsMkAwWmH3k (PPTP)+i/87?"$s

?<MCH;QCL4:Qwq (IETF) 8`HiC/&WmH3kG9# L2TP

O"v0djvF UDP ]<H 1701ri|HsMk)faC;<8&OsI7

'</KHQ7"\3N>&NxQD=J UDP =<9&]<Hr*rG-^

9# UDP O"HsMkAwN PPPQ1CHNQ1CH>wKbHol^9#

L2TP O"/)*HsMkAwH+/*HsMkAwN>}NMCHo</&b

GkrxQ7^9#

L2F l$d< 2 >wWmH3kO"\hO Cisco SystemsKhCF+/5l?"s

8`Y<9Nl$d< 2 HsMkAwWmH3kG9#3lO"v0djvF

UDP ]<H 1701 (Gj) r"HsMkAwd/F)faC;<8NAw@1G

J/"NAS +i2<H&'$XNHsMkAwN PPPQ1CHN>wKbHQ

7^9# L2F O"/)*HsMkAwbGkrNQ7F$^9#

PPTP ]$sH&]$sH&HsMkAwWmH3kO"\hO Microsoft R,=N

Windows 95*hS Windows NTWiCHU)<`KH_~s@"b& 1 DN

s8`Y<9Nl$d< 2 HsMkAwWmH3kG9# PPTPO"TCPrH

Q7FHsMk*hS;C7gsN>}N)f=$r*<Ws7^9#;C7

gs,N)5l?e"PPPQ1CHOFQk<F#s0&+W;k= (GRE)r

HCFHsMkAw5l^9# PPTPO"+/*HsMkAwMCHo</&b

GkrNQ7F$^9#

l$d< 2 HsMkAw!=

l$d< 2 HsMkAwWmH3kO">\*^?OV\*K"'Z"Ef="*hS

5Lrs!G-^9#
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l$d< 2 HsMkAwWmH3kO"HsMk'Zr>\s!G-"f<6<'Zr

V\*Ks!G-^9#HsMk'ZO"NAS H2<H&'$VGBT5l^9#f<6

<'ZO"Y<9N]$sH&]$sH&WmH3kKhCFBT5l^9#

l$d< 2 HsMkAwWmH3kO"G<?Ef=rV\*Ks!G-^9#INl

$d< 2 HsMkAwWmH3kb""Wj1<7gsXGEf=5l?G<?r>w

G-^9# L2TP O"G<?Ef=rBTG-k IPSecHloKHQG-^9# PPTP

O"Microsoft ]$sH&]$sHEf= (MPPE)!=rHQG-^9#

l$d< 2 HsMkAwWmH3kO"G<?5LrV\*Ks!G-^9#l$d<

2 HsMkAwWmH3kO"G<?5L!=rw(?"Y<9N]$sH&]$sH&

WmH3krHCF3lr#.7^9#

IPSec HsMkAw

IPSecO"x0 IP MCHo</rp7F IP HiU#C/rB4KAw9kHsMk&

a+K:`rjA7?"$s?<MCH;QCL4:Qwq (IETF) 8`G9# IPSecH

sMkKO"1 PNHsMk,HQ5lF$^9#D^j"IPSec-<I}HsMkH

IPSecG<?I}HsMkG9# IPSec-<I}HsMkO"U'<: 1 HsMk^?

O$s?<MCH&-<r9 (IKE) HsMkHbFPl"1 D^?O#tNe3N IPSec

U'<: 2 f<6<&G<?&HsMkN)fHsMkG9# IPSecHsMkO"(s

I&(sIV^?O2<H&'$&2<H&'$VNIAi+NMCHo</&bGk

KH_~^lkN,lL*G9#

Ql

'Z HO"u.7?G<?,w.5l?G<?H1lG"k3H"*hSs(5l?w.

&,B]Nw.&G"k3HrN'9kC-r$$^9# IPSec'ZN}0KO"v0&

Q-<rjnHG~O9k}!H"G#8?kp>rHQ9k}!,"j^9#G#8

?kp>rHQ9kH"'ZKC(F"aC;<8,w.&KG-KX"U1ilk3

Hd"u.&,:lk3H,J$3Hb]Z5l^9# IPSecHsMk'Z}0GO"L

o"aC;<8&@$8'9H 5 (MD5: 128SCH&OC7e) *hS;-e"&OC

7e&"k4j:` (SHA: 160SCH&OC7e) ,Hol^9#

0g- HO"G<?,"NiJ$&AKQ95lk3HJ/"=<9+i"FhKAw5

lk3Hr]Z9kC-G9# IPSec0g-}0GO"Lo"OC7e&aC;<8'Z

3<I&aC;<8&@$8'9H 5 (HMAC-MD5: 2x128SCH&OC7e) *hSO

C7e&aC;<8'Z3<I&aC;<8&;-e"&OC7e&"k4j:`

(HMAC-SHA: 2x160SCH&OC7e) ,Hol^9#

!)- HO"P]Nu.&Ow.bFr}rG-k,"=lJ0NTOw.bFr=LG

-J$L.NC-r$$^9#!)-rs!9k?aK"IPSecGO+W;k=HEf=

,Hol^9#5N IP G<?&Q1CHO"+W;k=5lF IPSecG<?&Q1CH
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K~lil^9#HsMk&b<I (Lo"2<H&'$GHQ) GO"5N IP XC@

<HZ$m<I,+W;k=5l^9#His9]<H&b<I (Lo"[9HGHQ) G

O"5NZ$m<I@1,+W;k=5l^9# IPSecEf=}0GO"Lo"G<?E

f=,J (DES - 56SCHEf=)"HjWk&G<?Ef=,J (DES-3 - 3x56SC

HEf=)"*hS&HG<?&^9-s0!= (CMDF - 40 SCHEf=) ,Hol^

9#

;-ejF#<&"=7(<7gs (SA) HO"1 HN&Q;-ejF#<psr_j9

k"CjN 1 HNMCHo</\3NVNX8r$$^9#;-ejF#<&"=7(

<7gsO"k)-<"Ef"k4j:`"'Z"k4j:`"*hS+W;k=b<

IKpE$F^W7^9# IKE O"Diffie-Hellman -<(jWmH3k (0k<W 1: 768

SCH&-<$s0"0k<W 2: 1024SCH&-<$s0) rHQ7F"2 DN IPSec

(sF#F#<VN&-k) (D^j"-<) r8.7^9#IKE O"J0O

ISAKMP/Oakley (Internet Security Association and Key Management protocol slash Oakley

Protocol)HFPlF$?bNG9#SA N|VO"83~V (CtG=7?|V) ^?O

835$: (KB G=7?|V) GXj7^9#

(sI&(sIVNHsMkAw

(sI&(sIV IPSecHsMkAwGO"MCHo</NR&N IP [9H,"MCH

o</N?P&N IP [9HHB4KL.G-^9#3NbGkO"CjNPyV

(Peer-To-Peer)bGkKwF*j"IP [9HO>}Hb IPSec,HQD=G"k3H,,

WG9# IPSecHsMkO"2 DN IP [9HNVK"1 DN-<I}HsMkH 1 D

NG<?I}HsMkHG=.5lF$^9#

2<H&'$&2<H&'$VNHsMkAw

2<H&'$&2<H&'$V IPSecHsMkAwGO"MCHo</NR&N 1 D^

?O#tN IP [9H,"MCHo</N?P&N 1 D^?O#tN IP [9HHB4

KL.G-^9#3NbGkO$UV (Any-To-Any) bGkKwF*j"2<H&'$O

IPSec,HQD=GJ1lPJj^;s,"IP [9HOIlb IPSec,HQD=G"k

,WO"j^;s# IPSecHsMkO"2 DN2<H&'$NVK"1 DN-<I}Hs

MkH 1 D^?O#tNG<?I}HsMkKhCF=[5l^9#2<H&'$O"

x0$s?<U'<9rp7F\37"x0$s?<U'<9d=NXeNd_$s?

<U'<9r]n7^9#d_$s?<U'<9KO"IP 5VMCH"ljOON IP "

Il9"^?O1lN IP "Il9,^^l^9#

-<I}

IPSec-<I}HsMkO"$s?<MCH&-<r9 (IKE) HsMk^?O IPSecU

'<: 1 HsMkHbFPl"1 D^?O#tNe3N IPSecU'<: 2 f<6<&

G<?&HsMkN)fHsMkG9# IPSec-<I}HsMkO"a$s&b<I (6

aC;<8r9rHQ) ^?O"0lC7V&b<I (3 aC;<8r9rHQ) NIA
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i+G^W5l^9#^WGO"(sF#F#<N'Z"&-k) (Shared Secret)N_

j"*hS;-ejF#<&"=7(<7gsNQia<?<N_j,Tol^9#^

W,5oK0;9kH"IPSec-<I}HsMkO"1lN>}~;-ejF#<&"=

7(<7gs (SA) rHQ7FL.7^9#CjN IPSec-<I}HsMkN83~VN

SfG SA ,~;7"77$ SA ,n.5lk3Hb"j^9#

G<?I}

IPSecG<?I}HsMkO"IPSecU'<: 2 f<6<&G<?&HsMk^?O IPSec

HsMkHbFPl"IP HiU#C/rB4KAw9kNKHol^9# IPSecG<?

I}HsMkO"/#C/&b<I (3 aC;<8r9rHQ) G^W5l^9#^WG

O""$GsF#F#<Nr9"F8I_ (Replay Prevention)rB\9k+]+Nhj"

04>wk) (Perfect Forward Secrecy),,WJlgN-<N8."GRSCH#LX_

(Don’t Copy Fragment Bit)NJeNhj7$KX9kgU"*hS;-ejF#<&"=

7(<7gsNQia<?<N_j,Tol^9#;-ejF#<&Qia<?<O"

'ZXC@< (AH) h}0-"^?O+W;k=;-ejF#<&Z$m<I (ESP)h

}0-""k$O"=N>}+i=.5l^9# AH H ESPO"IAibQ1CH0g

-HG<?6@'ZrT$^9,"Ef=rT&NO ESP@1G9# IPSecG<?I}

HsMkO"1 D^?O#tN$sP&sI SA H"1 D^?O#tN"&HP&sI

SA rHQ7^9#CjN IPSecG<?I}HsMkN83~VNSfG SA N|B,

ZlF"77$ SA ,n.5lk3Hb"j^9#3NZjX(|VfO"5NF$sP

&sI SA KP7F"B]KO 2 DN SA (CURRENTu7NbN, 1 DH"EXPIRING

u7NbN, 1 D) ,8_9k3HKJj^9#

IPSec HsMkAw!=

IPSecHsMkAwO"'Z"Ef="*hS0g-r>\s!G-^9#

'ZOHsMk&Y<9GB\5l"$U*rG"Q1CH&Y<9GT&3HbG-

^9#HsMk'ZO"v0&Q-<^?OG#8?kp>rHCF"IKE jj&KhC

FB\5l^9#

Q1CH'ZO"HMAC-MD5 ^?O HMAC-SHA "k4j:`rHCF"AH ^?O

ESPh}GT$^9#Ef=O"$U*rG"Q1CH&Y<9G ESPh}KhjTo

l^9#Q1CHEf=KO"DES"DES-3"^?O CMDF "k4j:`,Hol^9#

0g-O"$U*rG"Q1CH&Y<9GTol^9#0g-O"AH ^?O ESPh

}NIAi+GT&3H,G-"HMAC-MD5 ^?O HMAC-SHA "k4j:`rHQ7

^9#
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]j7<

]j7<O"WmU!$kH"/7gs+i=.5l^9#WmU!$kO"\3N=

<9H"FhN 1 HN0-rjA7^9#"/7gsO"B]eO"IPSec-<I}"

IPSecG<?I}"9L=5<S9"*hS RSVPKHQ5lk""/7gs^?O5V

]j7<N8gG9#\3rN)9kH-K"jA5l?]j7<&WmU!$k,l

W9k+!w5l^9#WmU!$kNlW,!P5lkH""/7gssF,r95

l^9#sFU'<:,5oK0;9kH"\3,N)5l"jA5l?]j7<N=

T$s9?s9,n.5l^9#1lNjA]j7<+i#tN]j7<&$s9?s

9,n.5lk3Hb"j^9#

]j7<&3s]<MsHNX8

VPN ]j7<KO"-z|V"HiU#C/&WmU!$k"*hS/J/Hb 1 DN

]j7<&"/7gs,^^lF$k]j7<rorXj9k,W,"j^9#V-z

|VW3s]<MsHNjAO"uVCjNpsr^sG$J$NG"#tN]j7<

K,QG-^9#VHiU#C/&WmU!$kW3s]<MsHNjAO"uVCj

N IP "Il9ps,^^lF$kNG"=N]j7<KG-G9# IPSec"/7gsN

V-<I}"/7gsW*hSV-<I}sFW3s]<MsHNjAO"IAibu

VCjNpsr^sG$J$NG"#tN]j7<K,QG-^9# IPSec"/7gsN

VG<?I}"/7gsW3s]<MsHNjAO"uVCjN IP "Il9ps,^^

lF$kNG"=N]j7<KG-G9# IPSec"/7gsNVG<?I}"/7g

sW"VG<?I}sFW"V'ZXC@< (AH) Q9W"*hSV+W;k=;-ej

F#<&Z$m<I (ESP)Q9W3s]<MsHNjAO"$:lbuVCjNpsr^

sG$J$NG"#tN]j7<K,QG-^9#V9L=5<S9&"/7gsW*

hSVRSVP"/7gsW3s]<MsHNjAO"IAibuVCjNpsr^sG$

J$NG"#tN]j7<K,QG-^9#!N=O"VPN ]j7<N3s]<MsHN

X8r(7F$^9#
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]j7<&3s]<MsH X8

]j7<ro ]j7<O"-z|VHHiU#C/&WmU

!$kr^sG$J1lPJiJ$

-z|V #tN]j7<G&QG-k

HiU#C/&WmU!$k V4HiU#C/&WmU!$kWJ0O"]

j7<KG-

]j7<&"/7gs ]j7<O"/J/Hb 1 DN"/7gsr^

sG$J1lPJiJ$

IPSec"/7gs -<I}HG<?I}"/7gs,^^lF$

J1lPJiJ$

-<I} (KM) "/7gs #tN]j7<G&QG-k

-<I} (KM) sF #tN-<I}"/7gsG&QG-k

G<?I} (DM) "/7gs ]j7<KG- (IP "Il9psr^`)

G<?I} (DM) sF #tNG<?I}"/7gsG&QG-k

AH Q9 #tNG<?I}sFG&QG-k

ESPQ9 #tNG<?I}sFG&QG-k

9L=5<S9&"/7gs #tN]j7<G&QG-k

RSVP"/7gs #tN]j7<G&QG-k

LDAP

Light Weight Directory Access Protocol(LDAP) O"X.500 G#l/Hj<&"/;9&

WmH3k (DAP) +i/87?$s?<MCH&G#l/Hj<,JG"/i$"sH

uV,"$sHiMCH / $s?<MCHeNG#l/Hj<&5<P<K"*<WsK

"/;9G-k!=rs!7^9#3NWmH3kO"/i$"sHH5<P<VG

TCP/IPrp7F"9-<^KpE/F-9HA0Nr9rT&3HKhCF"3N!=r

s!7^9#/i$"sHH5<P<O"1 D^?O#tN9-<^r5]<H7"F9

-<^rHCF"X"N*V8'/HN8grjA7^9#

Directory-Enabled Networking Initiative (DEN)O"=NEMNfG"LDAP rpsK"/

;99kNKHQ9ka+K:`H7F1L7F$^9# DEN O 1997/KO_5l"

=_O IBM"Microsoft"Cisco Systems"NetscapeJI"5^6^JYs@<KhCF5

]<H5lF$^9#_)N\*O"f<6<"MCHo</uV"*hS"Wj1<

7gsKX9kpsr]I9k}gG#l/Hj<NpsbGkEMrs!9k3HG

9#MCHo</H&O=_"DEN r"#tYs@<N=J, LDAP 5<P<rHCF

H]m8<d=.KX9kG<?N]Id!w,G-k$sFj8'sH&MCHo<

/=[N+.r.k8_H_F$^9#

VPN NQ@+i+kH"]j7<=."Wj1<7gsH VPN uVO"LDAP 5<P

<HL.9k LDAP /i$"sHKJj^9#]j7<=."Wj1<7gsO"LDAP

5<P<HPC7F"VPN ]j7<Nn."97"o|rT$^9# VPN uVO"

LDAP 5<P<HPC7F"=N VPN ]j7<r!w7^9# LDAP /i$"sHH
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LDAP 5<P<VNr9O"]j7<&9-<^ (VPN ]j7<r==9k*V8'/

HdG<?rjA7?bN) KpE$FTol^9#

uVNj_X8

9YFN VPN uVN VPN ]j7<O"]j7<=."Wj1<7gsrHCFjA7

^9# VPN ]j7<O LDAP 5<P<K]I5l"eKi|_j~d"]j7<=.

"Wj1<7gs+iWa5l?H-"^?O VPN bK?<&"Wj1<7gs+iW

a5l?H-K"VPN uVK@&sm<I5l^9#
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h3O VPN j9H&^M<8c<NHQ

3NOO"!N`+i.CF$^9#

v VPN j9HN5W

v VPN j9H&^M<8c<psQMkN5W

v VPN uVj9HN5W

VPN j9HN5W

Nways VPNj9HGO"VPN j9H&^M<8c<HFPlk Nways5<S9KhC

F]}5lF$kuVNj9Hr=(G-^9#3N5<S9O"3N"Wj1<7g

sNf<6<d NetView *hS OpenViewNG<?Y<9+iuVru1hj^9#

NetView d OpenView+iuVrj9HKIC9k?aO"=NuV,"IBM ,+/7

?H*jK"P<Ack&Wi$Y<H&MCHo</r5]<H9k3Hr!Z9k

U#k?<&F9HKgJ7J1lPJj^;s#3N"Wj1<7gsrH(P"

VPN j9H&^M<8c<N9YFN/i$"sH,"/;99kf<6<NuVj9H

KuVrIC9k3HKhCF"uVrj9HKICG-^9#3lO"NetView d

OpenView,NiJ$uV""k$O VPN j9H&^M<8c<N3Njj<9KH_

~^l?H*jK"U#k?<&F9HKgJ7J$uVKHCFXxG9#

3N"Wj1<7gsrHCF"f<6<O VPN j9H&^M<8c<r)fG-^

9# VPN j9H&^M<8c<Nj9Hrj;CH7?j""k$O"f<6<,jn

HGIC7?j9HK"/;97?j"NetView d OpenViewNG<?Y<9GQ95

lF$k77$uV,J$+r!:7F"uVrj9HKIC9k3H,G-^9#u

V,U#k?<&F9HKgJG-k+I&+O"GiNU#k?<&F9HGOgJ

7F$Fb"J_N=UH&'"N97KhCFQokD=-,"j^9#

3N"Wj1<7gsO"uVNj9Hr=A0G=(7"9/m<k"!w",`r

T(^9#j9HNfNuVr/jC/9kH"=NuVN\Y,=(5l"VPN bK?

<&"Wj1<7gsr/07F"3NuVKX9kCjN VPN psr+k3H,G-

^9#

VPN j9H&^M<8c<psQMkN5W

3NQMkKO"!N;/7gs,"j^9#

v Information (ps)

v Log File Settings (m0&U!$kN_j)

v Reset VPN Manager List (VPN Managerj9HNj;CH)

v Password (Q9o<I)
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v Change Password (Q9o<INQ9)

"k;/7gsrQMkN=(D=hKV/KO"QMkN8&N*rj9HN:v9

k;/7gsN>0r 1 s@1/jC/7^9#

Control Action Priorities ( )f"/7gsN%hgL)

VPN j9H&^M<8c<O"3NQMk+ilYK 1 DN"/7gs7+BT7^;

s#3NQMkG#tNQ9rWa9kH"VPN j9H&^M<8c<O!NNOrHQ

7F"BT9k"/7gsrha^9#

1. Q9o<INQ9

2. m0u7NQ9

3. j9HNj;CH

Information

3N;/7gsKO"!NU#<kI,"j^9#

VPN List Manager Host Name:
VPN j9H&^M<8c<,BT5lF$k79F`N[9H>#

VPN List Manager IP Address:
VPN j9H&^M<8c<,BT5lF$k79F`N IP "Il9#

VPN List Manager Version:
BT5lF$k VPN j9H&^M<8c<NP<8gs#

VPN List Started on:
VPN j9H&^M<8c<,+O5l?~oH|U#

Current Time on VPN List Manager:
VPN j9H&^M<8c<,BT5lF$k79F`N=_N~oH|U#

Number of Devices:
VPN j9H&^M<8c<,]}7F$kj9HbN=_NuVNt#

3Ntr"3N/i$"sHGHQ5lF$kuVNtHfS7^9#>}N

t,18GJ$lgO"VVPN Device ListWQMkeNVRefreshW\?srH
Q7F"VPN j9H&^M<8c<+i/i$"sH&j9HrG7=(7^

9#

Number of Clients:
j9H,Q95l?H-K97LNru1hk?aK VPN j9H&^M<8c

<KP?5l?/i$"sHNt#Q9O">N/i$"sH+iTol?

j"VPN j9H&^M<8c<, OpenViewd Netview+i77$uV,!P

^?OIC5l?3HrLN5l?kLH7FTolk3H,"j^9#

12 Nways Manager - VPN Managerf<6<:&,$I



This Client Notify Status:
3N/i$"sHO"j9H,Q95l?H-K VPN j9H&^M<8c<+

i97ru1hk+I&+r(7^9#

/i$"sHN97LNNP?O"VPN Manager"Wj1<7gsNi|_j

~KTol^9#u7O enabledGJ1lPJj^;s#u7, enabledGJ$

H-O"VPN List ^M<8c<XN\3Kdj,"k3Hr(7F$^9#F

YVVPN Device List (VPNuVj9H)WQMkr=(7"VVPN List Manager

Control (VPNj9H&^M<8c<)f)WQMkKaCF"u7,Q95l?

+I&+r+F/@5$#

Log File Settings

3N;/7gsKO"!NU#<kI,"j^9#

Current Logging Status:
VPN j9H&^M<8c<,=Nh0rU!$kK-?7F$k+I&+r(7

^9#3Nu7rQ99kKO"f<6<O=TQ9o<Ir~O7"

VApplyWr/jC/7F"Q9r"/F#VK7^9#

m0&U!$k,n.5lF$klg"=N>0O vpnlist.log G">N Nways

ManagerNm0&U!$kH18ljK"j^9#

Reset List

3N;/7gsKO"!NU#<kI,"j^9#

Current System Device Status:
VPN j9H&^M<8c<,]}7F$kuVN NetView^?O OpenView (7

9F`) G<?Y<9Kj9H&^M<8c<,"/;9G-?+I&+r(7

^9#

D=JMO"!NH*jG9#

Failed to Load
VPN j9H&^M<8c<O"79F`&G<?Y<9K"/;9G-

J+C?NG"uVj9Hrm<IG-J+C?3Hr(7^9#

Unknown
VPN j9H&^M<8c<O"79F`&G<?Y<9Nu7rNiJ

$3Hr(7^9#3lO VPN j9H&^M<8c<Kdj,"k3

Hr(7F$^9#

Loaded
5oJuVG"79F`, VPN j9H&^M<8c<NuVKP9k

WaK~z7?3Hr(7F$^9#3lO"VPN j9H&^M<8c

<, VPN D=JuVr=Nj9HK5oKIC7?3Hr(7F$^

9#
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Waiting for System to Respond
VPN j9H&^M<8c<O"^@79F`&G<?Y<9+iuVr

IC7F$J$3Hr(7F$^9#79F`O^@MCHo</+

iuVpsr}8fG"=N?9/,0;7?i"uVpsr VPN j

9H&^M<8c<KO7^9#

Loading in progress...
=_"79F`OuVKX9kpsr VPN j9H&^M<8c<KO

7F$kGfG"k3Hr(7^9#

Current User Device Status
f<6<,jnHG VPN j9H&^M<8c<KIC7?uVNu7r(7^

9#

D=JMO"!NH*jG9#

Failed to Load
VPN j9H&^M<8c<OXj5l?f<6<&U!$krm<IG

-J+C?3Hr(7^9#3lOf<6<&U!$kKdj,"k

3Hr(7F$^9#

Unknown
VPN j9H&^M<8c<O"f<6<&U!$kNu7rNiJ$3

Hr(7^9#3lO VPN j9H&^M<8c<Kdj,"k3Hr

(7F$^9#

Loaded
3lO"f<6<&U!$k, VPN j9H&^M<8c<KhCFI

_hil?eN5oJuVG9# VPN j9H&^M<8c<,f<6

<&U!$kbNuVr+HNuVj9HK5oKIC7?3Hr(

7F$^9#

Loading in progress...
VPN j9H&^M<8c<O"=_f<6<&U!$krI_hjfG

"k3Hr(7F$^9#

Reset List
uVN=Tj9HrG7=(7?j"ICG-^9#j9Hrj;CH9kK

O"=TNQ9o<Ir~O9k,W,"j^9#VApplyWr/jC/9k
H"*r5l?j;CH&?$WrHCFj9H,j;CH5l^9#

Password

3N;/7gsKO"!NU#<kI,"j^9#

Current Password:
VPN j9H&^M<8c<KuVj9HrQ95;kKO"f<6<,-zJQ
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9o<Ir~O9k,W,"j^9# VPN j9H&^M<8c<NuVj9H

rQ99kH"3N VPN j9H&^M<8c<rHQ9k>N/i$"sHK

FAr?(kNGmU,,WG9#

GU)kH&Q9o<IO OK G9#

Change Password

3N;/7gsKO"!NU#<kI,"j^9#

Change Password
3N"/7gsO"f<6<K=TNQ9o<IN~Oraa^9#7,Q9

o<IO"N'N?aK 2 s~O9k,W,"j^9#7,Q9o<Ir~O

7?e"VApplyWr/jC/9kH"=TQ9o<I,Q95l^9#

VPN Device List QMkN5W

VVPN Device List (VPNuVj9H)WQMkKO"!N;/7gs,"j^9#

v Devices (uV)

v Details (\Y)

v Print (u~)

Devices

3N;/7gsKO"!NU#<kIH\?s,"j^9#

Device Table
uVF<VkO"=_N VPN j9H&^M<8c<uVj9HbNuVKX9

kpsr=A0G=(7"f<6<Opsr!w7?j"psr9/m<k7

?j"D9NuVr*rG-^9#

F<VkNTNfNG<?eK]$s?<rV-"=lr/jC/7FTr*

r9kH"QMkK=(5lF$k>Nps,"*r7?Tr?G7F975

l^9#

F<VkbNsr*r9kH"*r5l?sbNG<?KpE$F"F<Vk

,:g^?O_gK,`5l^9#

Tr@Vk/jC/9kH"VMonitor W\?sr/jC/7"=NuVN VPN

bK?<N"Wj1<7gsr)Ae2?NH18!=,BT5l^9#

F<VkKO"!Ns,=(5l^9#

Device Name
f<6<^?OMCHo</I}WiCHU)<`,uVK?(?>

0#
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IP Address
uVN IP "Il9#

Device Type
3NuVNuV?$W#

Search Fields
!wU#<kIGO""9?j9/ (*) ro$kI+<I8zH7FH$^9#

o$kI+<IO"U#<kINh,"vx"^?O=N>}GHQG-^

9#o$kI+<IO"!w9Hjs0NbtGOH(^;s#uVN5w

O"uV>"IP "Il9"^?O=N>}GT(^9#

Device Name
5w9k>0#

IP Address
5w9k IP "Il9#

Search Button
=Tj9H=(NGeTNpsrHQ7F5w7^9#

Search Next Button
=Tj9H=(N=_*r5lF$kTNeNTK~O5l?psrHQ7F

5w7^9#

Details

3N;/7gsKO"!NU#<kIH\?s,"j^9#

Total Number of Devices in List:
=_=(5lF$kj9HbNuVNmtr(7^9#

Device Name:
=TuVNf<6<jA>#

IP Address:
=TuVN IP "Il9#

Read Community Name:
=TuVN SNMPI_hj"/;9&3_eKF#<>#uVO"I_hjH

q-~_N#tN"/;9&lYkr}CF$k3H,"j^9#3lOI_

hjlQ"/;9KX"7?>0G9#

Write Community Name:
=TuVN SNMPq-~_"/;9&3_eKF#<>#uVO"I_hjH

q-~_N#tN"/;9&lYkr}CF$k3H,"j^9#3lOI_

hj&q-~_"/;9KX"7?>0G9#

Device Type:
=TuVNuV?$W#
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Add Button:
3N\?sr/jC/9kH"~O5l?psrHQ7F"77$uV,j9

HKIC5l^9#

Change Button:
jnHGj9HKIC7?uVN0-rQ97^9#79F`,j9HKIC

7?uVrQ99kH-O"79F`I}WiCHU)<`rHCFT$^

9#

Delete Button:
jnHGj9HKIC7?uVro|7^9#79F`,IC5l?uVro

|9kH-O"79F`I}WiCHU)<`rHCFT$^9#

Monitor Button:
=TuVeN VPN bK?<N"Wj1<7gsr)Ae2^9#

Print

3N;/7gsGO"j9HK=(5l?psru~G-^9#Fu~Z<8K^ak

XC@<HUC?<NF-9Hr~O9k3H,G-^9#

3N;/7gsKO"!NU#<kIH\?s,=(5l^9#

Header:
FZ<8NetKu~9kXC@<&F-9Hr~O7^9#

Footer:
FZ<8N<tKu~9kUC?<&F-9Hr~O7^9#

Print Button
3N\?sr!9H"Wjs?<*rj9H,=(5l^9#57$Wjs?

<&?$WQKU)<^CH5l?POr8.G-kWjs?<r*r7^

9#

m: 79F`KWjs?<,jA5lF$J$lg"u~!=OuVj9Hr
U)<^CHG-:"VVPN Device ListWQMkKaCF"!NaC;<8

rP7^9#

Print Cancelled
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h4O VPN bK?<

VPN bK?<O"MCHo</bN VPN P~uV"*hS3liNuVrHQ9k VPN

KP7F"bK?<"$YsHsp"c2IZ"0n)f"*hS"Wj1<7gs/

0N!=rs!7^9#

3NOGO"VPN Manager&#sI&KX9kpsrs!7^9#!N`,^^lF$

^9#

v VPN bK?<&&#sI&

v VPN bK?<N!=

VPN bK?<&&#sI&

VPN bK?<&&#sI&O"3 DNt,+i=.5l^9#

v Navigation Tree (JS2<7gs&Dj<)

v Information Panel (psQMk)

v Message Area (aC;<8h)

Navigation Tree QMk

JS2<7gs&Dj<O,X=$G"I}P]uVKD$FNljOONI}psr

=(G-^9#

"$3s

JS2<7gs&Dj<O"bK?<P]j=<9r==9kNK"$/D+N"$3

srHQ7^9#

U)k@< 1 D^?O#tN>0`\r=o9eLlYkNj=<9#?H(P"

Dj<NlVeNU)k@<O"LoOuV+Nr=o7^9#e3

NlYkN>NU)k@<O"=.psdc2psr=7^9#

FU)k@<NfKO"=NU)k@<N4Npsr=.9kF`\

,~CF$^9#U)k@<K(5lku7O">0NF`\Nu7

+iW;5l^9#U)k@<N#NWi9df (+) r/jC/9k

H"=NU)k@<NfN`\,=(5l"`\KP7F"/7gs

rhk3H,G-^9#

Z<8 ps@1+i.k>0j=<9 (=.psJI)#3Nj=<9O"`

\"I}5lkuV"f<6<N"/;9"BJIK~8F"f<6

<,Q9G-klgH"G-J$lg,"j^9#
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JS2<H

"$3sN#NWi9df (+) r/jC/7FU)k@<r8+=(9kH">0`\,

=(5l^9#

"$3sN#N^$J9df (-) r/jC/7FU)k@<rL.9kH">0`\,#

l^9#

Information QMk

VInformation (ps)WQMkO"VNavigation TreeW(JS2<7gs&Dj<) QMkG

*r5l?!=KX9kpsr=(7^9#3NQMk+i"VPN bK?<N9YFN!

=rBTG-^9#

Message Area

Message Area (aC;<8h) O"VPN bK?<N"Wj1<7gs+iNu7psr=

(7^9#

VPN bK?<N!=

VPN bK?<O"!N!=rs!7^9#

v bK?<

v $YsHsp

v 0n)f

v c2IZ

v "Wj1<7gsN/0

J<GO"VPN rI}9k?aN3liN!=NHQ!H"JS2<7gs&Dj<bN

F!=NLVrb@7^9#

bK?<

VPN bK?<O"HsMk"/i$"sH"]j7<JI"MCHo</N5^6^J&

LKX9kpsr=(7^9# h6O VPN bK?< Global StatusU)k@<O"VPN

MCHo</NF(lasHNu7KX9klLpsrs!7^9#\7$psr=(

7?$lgO"h7O VPN bK?< TunnelsU)k@<" h8O VPN bK?< Clients

U)k@<"h10O VPN bK?< PoliciesU)k@<"*hS h9O VPN bK?<

Quality of ServiceU)k@<rHQ7F/@5$#

3liNU)k@<O"MCHo</bNF(lasHNu7KD$FEWJpsrs

!7^9#

20 Nways Manager - VPN Managerf<6<:&,$I



$YsHsp

VPN KX9kICpsrs!9k?aK"VPN bK?<N"Wj1<7gsO"MCH

o</bG/87?$YsHNm0H+&s?<rs!7^9#3liO"h11O VPN

Monitor EventsU)k@<K=(5l^9#

Events ($YsH) U)k@<O"l$d< 2 HsMkH;C7gsN.yd:TN$Y

sH&m0H+&s?<"*hS IPSecHsMkdEf=N.yd:TN$YsH&m0

H+&s?<r=(7^9#

0n)f

VPN bK?<N"Wj1<7gsrHQ9kH"I}o</9F<7gs+iHsMk"

/i$"sH"*hS]j7<r)fG-^9# h12O VPN bK?< OperationalU)

k@<rHQ7F"IPSec*hSl$d< 2 HsMkNHQD= / HQTD"/i$"

sHNHQD= / HQTD"*hS]j7<NjUlC7erT&3H,G-^9#

c2IZ

MCHo</bN\3djrIW9k>K"VPN bK?<N"Wj1<7gsO"h13O

VPN bK?< TestsU)k@<G5^6^JD<krs!7"f<6<,x_*J\3

-rF9H7?j"MCHo</K=[9k0K77$]j7<NzLrF9H7?

j"XjNHsMkdXjN[9HXN}|~VrF9H7?j9kNrYg7^9#

"Wj1<7gsN/0

VPN bK?<N"Wj1<7gsO"MCHo</rI}9kNKr)D$/D+N"W

j1<7gsr/0G-^9#3lKO"!NbN,^^l^9#

v Telnet

v bK?<P]uVN JMA

v MIB Vi&6<

v Web Vi&6<
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h5O VPN bK?< General U)k@<

VPN bK?< General (lL) U)k@<O"MCHo</bN VPN uVKX9kps

rs!7^9#3NU)k@<KO 2 DN>0`\,^^lF$^9#

v Identification (1L)

v Administration (I})

Identification

VIdentification (1L)WQMkO"*r5l? VPN uVrb@9klLpsrs!7^

9#3NQMkKO!NU#<kI,"j"uVN MIB +i!w5l?ps,~CF$

^9#

Description
uVNb@#

Device ID
uVN79F`&*V8'/H1LR (SYSOID)#

Contact
uVN MIB K~CF$k\3ps#vDf<6<O"3Npsr

VIdentificationWQMk+iQ9G-^9#

Domain Name
uV,HQ9k IP Ia$s>#vDf<6<O"3NpsrVIdentificationWQ

Mk+iQ9G-^9#

Location
uVNljNps#vDf<6<O"3NpsrVIdentificationWQMk+iQ

9G-^9#

Up Time
uV,0sKO0^?OFO05l?J_KPa7?~VN95#

System Services
uVN!=r=9tM#

System Service Functions
VSystem Services (79F`&5<S9)WVfG=5l?!=NF-9H-R#
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Administration

VAdministration (I})WQMkO"VPN bK?<,uVHL.9kNKHQ9k SNMP

Qia<?<r=(7^9#vDf<6<O"3NpsrVAdministrationWQMk+i

Q9G-^9#

VAdministrationWQMkKO"!NU#<kI,"j^9#

IP Address
SNMP WaKHolk IP "Il9#

Community Name (Read)
I_hjWaKHolk SNMP 3_eKF#<>#

Community Name (Write)
q-~_WaKHolk SNMP 3_eKF#<>#

Remote Port
SNMP WaKHolkuVeN]<H#

Timeout (ms)
SNMP WaKHolk?$`"&HM (_jC)#

Retries SNMP WaKHolkFnTst#

Polling Interval
SNMP WaKHolk]<js0VV (_jC)#
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h6O VPN bK?< Global Status U)k@<

VPN bK?< Global Status (0m<Pku7) U)k@<O"*r5l?uVeN VPN

h}NSe<r=(7^9#3NU)k@<KO"!N>0`\,^^lF$^9#

v At-A-Glance (lw)

At-A-Glance

VAt-A-Glance (lw)WQMkO"*r5l?uVeN VPN h}KX9kWspsrs!

7^9#3lKO"!N;/7gs,^^lF$^9#

v Levels (lYk)

v Tunnels (HsMk)

v Clients (/i$"sH)

v Policy (]j7<)

v Events ($YsH)

Levels

VLevelsW;/7gsO"uV,HQ7F$k MIB HWmH3k&3<IKX9kps

rs!7^9#33KO"!NU#<kI,"j^9#

Layer-2 MIB Version
uV,HQ7F$kl$d< 2 MIB NP<8gs#

Layer-2 Protocol Version
uV,HQ7F$kl$d< 2 WmH3k&3<INP<8gs#

IPSec MIB Version
uV,HQ7F$k IPSec MIBNP<8gs#

Policy MIB Version
uV,HQ7F$k]j7< MIB NP<8gs#

Tunnels

VTunnelsW;/7gsO"3NuVeN=_"/F#VNl$d< 2 *hS IPSecHs

MkNtKX9kpsrs!7^9#

Clients

VClientsW;/7gsO"3NuVeN=_"/F#VNl$d< 2 ;C7gsNtr=

(7^9#
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Policy

VPolicyW;/7gsO"=_uV,HQ7F$k VPN ]j7<KX9kpsrs!7

^9#33KO"!NU#<kI,"j^9#

Policy Up Time
=TN]j7<&3s]<MsH&3<IN"CW~V#

Device Up Time
uVN"CW~V#

Device Current Time
uV,HQ7F$k=_~V#

Hours from UTC
uV,HQ7F$k~VH(j$&~ (UTC) N9#

Current Config Source
=T]j7<=.N=<9#

Policy Load Status
]j7<rm<I9kGeNnTNkL#

Events

VEventsW;/7gsO"3NuVN VPN bK?<KhCFbK?<5lF$k$Ys

HKX9kpsrs!7^9#33KO"!NU#<kI,"j^9#

Layer-2 Tunnel Successes
5oKh0=5l?"3NuVNl$d< 2 HsMkNt#

Layer-2 Tunnel Failures
h0=rn_?,.y7J+C?"3NuVNl$d< 2 HsMkNt#

Layer-2 Session Successes
5oKh0=5l?"3NuVNl$d< 2 ;C7gsNt#

Layer-2 Session Failures
3NuVNl$d< 2 ;C7gsh0=K:T7?nTst#

IPSec In Authentications
5oKTol?$sP&sI IPSec'ZNt#

IPSec In Authentication Failures
:T7?$sP&sI IPSec'ZNnTst#

IPSec In Decryptions
5oKTol?$sP&sI IPSec|fNt#

IPSec In Decryption Failures
:T7?$sP&sI IPSec|fNnTst#
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IPSec Out Authentications
5oKTol?"&HP&sI IPSec'ZNt#

IPSec Out Authentication Failures
:T7?"&HP&sI IPSec'ZNnTst#

IPSec Out Encryptions
5oKTol?"&HP&sI IPSecEf=Nt#

IPSec Out Encryption Failures
:T7?"&HP&sI IPSecEf=NnTst#
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h7O VPN bK?< Tunnels U)k@<

VPN bK?< Tunnels (HsMk) U)k@<KO"*r5l?uV,HQ9kl$d<

2 *hS IPSecHsMkNu7KX9kps,~CF$^9#3NU)k@<KO"!N

>0`\,"j^9#

v Layer-2 Tunnels (l$d< 2 HsMk) U)k@<

v IPSec Tunnels (IPSecHsMk) U)k@<

Layer-2 Tunnels U)k@<

VLayer-2 Tunnels (l$d< 2 HsMk)WU)k@<O"*r5l?uVeN"/F#

VHWlS"9&l$d< 2 HsMkKX9kpsrs!7^9#3NU)k@<KO"

!N>0`\,"j^9#

v Active Tunnels ("/F#V&HsMk) QMk

v Previous Tunnels (WlS"9&HsMk) QMk

Active U)k@<

VLayer-2 Active Layer-2 Tunnels (l$d< 2 "/F#V&l$d< 2 HsMk)WU)

k@<O"*r5l?uVKX"7?9YFN"/F#VJl$d< 2 HsMkNps

rs!7^9#3NU)k@<KO"!N>0`\,"j^9#

v Status (u7) QMk

v Attributes (0-) QMk

v Statistics (}W) QMk

v End-Points ((sI&]$sH) QMk

Status QMk

VStatus (u7)WQMkO"*r5l?uVKX"7?"/F#VNl$d< 2 HsMk

Nu7KX9kpsrs!7^9#33KO"!NU#<kI,"j^9#

Tunnel HsMkN$sGC/9Vf#

Status HsMkNu7: active ("/F#V) ^?O destroy (K~)#vDf<6<O"

3NMrVStatusWQMk+iQ9G-^9#

Type HsMkN?$W: L2TP"L2F"PPTP#

Remote Host
3NHsMkKX"7?jb<H&[9HN>0#

Active Time
HsMk,"/F#VKJCF$k~VN95#
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Active Sessions
3NHsMkKX"7?"/F#V&;C7gsNt#

Previous Sessions
3NHsMkKX"7?J0N"/F#V&;C7gsNt#

Destroy All Tunnels
9YFNl$d< 2 HsMkNK~r/07^9#vDf<6<O"3NMr

VStatusWQMk+iQ9G-^9#

Attributes QMk

VAttributes (0-)WQMkO"*r5l?HsMkN0-KX9kpsrs!7^9#3

3KO"!NU#<kI,"j^9#

Local Control ID
HsMkNm<+k)f ID#

Peer Control ID
HsMkNjj&)f ID#

Control State
HsMkN)fuV#

Control Timouts
3NHsMkG-?5l?)f?$`"&HNst#

Remote Host
3NHsMkKX"7?jb<H&[9HN>0#

Remote Vendor Name
jb<H&[9HNYs@<N>0#

Remote Firmware Version
jb<H&[9HGBT5lF$kU!<`&'"NP<8gs#

Remote Protocol Version
jb<H&[9H,HQ7F$kWmH3k&P<8gs#

Init Connect
HsMk,m<+k&[9HKhCF8.5l?N+I&+r(7^9#

Local Receive Packet Window
m<+k&[9H,HQ9ku.Q1CH&&#sI&N5$:#

Remote Receive Packet Window
jb<H&[9H,HQ9ku.Q1CH&&#sI&N5$:#

Next Send Sequence
!Nw.7<1s9VfNM#
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Next Receive Sequence
!Nu.7<1s9VfNM#

Statistics QMk

VStatistics (}W)WQMkO"Xj5l?l$d< 2 HsMkKD$FN}Wrs!7^

9#33KO"!NU#<kI,"j^9#

In Bytes
3NHsMkrp7Fu.7?P$Ht#

In Packets
3NHsMkrp7Fu.7?Q1CHNt#

In Discarded Packets
3NHsMkrp7Fu.fKQ~5l?Q1CHNt#

Out Bytes
m<+k&[9H,3NHsMkrp7Fw.7?P$Ht#

Out Packets
m<+k&[9H,3NHsMkrp7Fw.7?Q1CHNt#

Out Discarded Packets
m<+k&[9H,3NHsMkrp7Fw.fKQ~7?Q1CHNt#

End Points QMk

VEnd Points ((sI&]$sH)WQMkO"*r5l?HsMkN(sI&]$sHK

X9kpsrs!7^9#33KO"!NU#<kI,"j^9#

Remote IP Address
*r5l?HsMkKX"7?jb<H IP "Il9#

Local IP Address
*r5l?HsMkNm<+k IP "Il9#

Source Port
3NHsMkKX"7?m<+k&[9HN]<H#

Destination Port
3NHsMkKX"7?jb<H&[9HN]<H#

Previous Tunnels U)k@<

VPrevious Layer-2 Tunnels (J0Nl$d< 2 HsMk)WU)k@<O"*r5l?u

VKX"7?"XjNJ0Nl$d< 2 HsMkNWsH}Wpsrs!7^9#ps

r=(9kJ0N(sHj<NtO"VSummaryWQMkGXjG-^9#VPrevious

Layer-2 TunnelsWU)k@<KO"!N>0`\,"j^9#
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v Summary panel (WsQMk)

v Statistics panel (}WQMk)

Summary QMk

VSummary (Ws)WQMkO"*r5l?J0K"/F#VG"C?l$d< 2 HsM

kKX9kpsrs!7^9#33KO"!NU#<kI,"j^9#

Order HsMk,*;7?gx#

Tunnel HsMkN$sGC/9#

Type HsMkN?$W: L2TP"L2F"PPTP#

Remote Host
HsMkKX"7?jb<H&[9HN>0#

Remote IP Address
HsMkKX"7?jb<H IP "Il9#

Remote Port
HsMkKX"7?jb<H&]<H#

Local IP Address
HsMkKX"7?m<+k IP "Il9#

Local Port
HsMkKX"7?m<+k&]<H#

Total Sessions
HsMkrHQ7?"/F#V&;C7gsNgWt#

Tunnel Up Time
HsMk,"/F#VG"C?~VN95#

Statistics QMk

VStatisticsW(}W) QMkO"J0NHsMkNHQKX9kpsrs!7^9#33K

O"!NU#<kI,"j^9#

In Bytes
bK?<5l?uV,3NHsMkrp7Fu.7?P$Ht#

In Packets
bK?<5l?uV,3NHsMkrp7Fu.7?Q1CHNt#

In Discarded Packets
bK?<5l?uV,3NHsMkrp7Fu.fKQ~7?Q1CHNt#

Out Bytes
bK?<5l?uV,3NHsMkrp7Fw.7?P$Ht#
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Out Packets
bK?<5l?uV,3NHsMkrp7Fw.7?Q1CHNt#

Out Discarded Packets
bK?<5l?uV,3NHsMkrp7Fw.fKQ~7?Q1CHNt#

IPSec Tunnels U)k@<

VIPSec Control Tunnels (IPSec)fHsMk)WU)k@<O"*r5l?uVeN"/

F#VHJ0N IPSecHsMkKX9kpsrs!7^9#3NU)k@<KO"!N>

0`\,"j^9#

v Active Tunnels ("/F#V&HsMk) U)k@<

v Previous Tunnels (J0NHsMk) U)k@<

Active Tunnels U)k@<

VIPSec Active Tunnels (IPSec"/F#V&HsMk)WU)k@<O""/F#V IPSec

)fHsMk*hSf<6<&G<?&HsMkKX9kpsrs!7^9#3NU)

k@<KO"!N>0`\,"j^9#

v IPSec Control Tunnels (IPSec)fHsMk) U)k@<

v IPSec User-Data Tunnels (IPSecf<6<&G<?&HsMk) U)k@<

IPSec Control Tunnels U)k@<

VIPSec Control Tunnels (IPSec)fHsMk)WU)k@<O"*r5l?uVKX"7

?"/F#V IPSec)fHsMkKX9kpsrs!7^9#3NU)k@<KO"!N

QMk,"j^9#

v Status (u7)

v Attributes (0-)

v Statistics (}W)

v Processing (h})

Status: VStatusWQMkO"*r5l? IPSec)fHsMkNu7KX9kpsrs!

7^9#33KO"!NU#<kI,"j^9#

Tunnel *r5l?HsMkN$sGC/9Vf#

Status HsMkNu7: active ("/F#V) ^?O destroy (K~)#vDf<6<O"

3NMrVStatusWQMk+iQ9G-^9#

ID *r5l?HsMkN ID#

Remote Name
HsMkNjb<H>#
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Remote Address
HsMkNjb<H IP "Il9#

Local Name
HsMkNm<+k>#

Local Address
HsMkNm<+k IP "Il9#

Up Time
HsMk,"/F#VKJCF$?~VN95#

Destroy All Tunnels
9YFN"/F#V IPSec)fHsMkNK~r/07^9#vDf<6<O"

3NMrVStatusWQMk+iQ9G-^9#

Attributes: VAttributes (0-)WQMkO"*r5l? IPSec)fHsMkN0-KX

9kpsrs!7^9#33KO"!NU#<kI,"j^9#

Negotiation Mode
*r5l? IPSec)fHsMk,"jb<H&[9HHN77$\3r^W9k

NKHQ7F$kb<I#

SA Lifetime
HsMkN;-ejF#<&"=7(<7gsN83~V (C)#

SA Refresh Threshold Percent
;-ejF#<&"=7(<7gs&jUlC7e7-$MQ<;sH#

Total SA Refreshes
BT5l?;-ejF#<&"=7(<7gs&jUlC7eNt#

Statistics: 3NQMkO"*r5l? IPSec)fQMkKX9k}Wrs!7^9#3

3KO"!NU#<kI,"j^9#

In Bytes
bK?<5l?uV,3NHsMkrp7Fu.7?P$Ht#

In Packets
bK?<5l?uV,3NHsMkrp7Fu.7?Q1CHNt#

In Dropped Packets
bK?<5l?uV,3NHsMkrp7Fu.fKQ~7?Q1CHNt#

Out Bytes
bK?<5l?uV,3NHsMkrp7Fw.7?P$Ht#

Out Packets
bK?<5l?uV,3NHsMkrp7Fw.7?Q1CHNt#

Out Dropped Packets
bK?<5l?uV,3NHsMkrp7Fw.fKQ~7?Q1CHNt#
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Processing: 3NQMkO"*r5l? IPSec)fHsMkKX"9kh}KX9kp

srs!7^9#33KO"!NU#<kI,"j^9#

In Notifys
3NHsMkrp7Fu.7?LNNt#

In Proposals
3NHsMkrp7Fu.7?sFNt#

In Invalid Proposals
3NHsMkrp7Fu.7?5zNsFNt#

In Rejected Proposals
3NHsMkrp7Fu.7"q]5l?sFNt#

In SA Deletes
3NHsMkrp7Fu.7?;-ejF#<&"=7(<7gso|Nt#

Out Notifys
3NHsMkrp7Fw.7?LNNt#

Out Proposals
3NHsMkrp7Fw.7?sFNt#

Out Invalid Proposals
3NHsMkrp7Fw.7?5zNsFNt#

Out Rejected Proposals
3NHsMkrp7Fw.7"q]5l?sFNt#

Out SA Deletes
3NHsMkrp7Fw.7?;-ejF#<&"=7(<7gso|Nt#

Active IPSec User-Data Tunnels U)k@<

3NU)k@<O"*r5l?uVKX"7?"/F#V IPSecf<6<&G<?&Hs

MkKX9kpsrs!7^9#3NU)k@<KO"!N>0`\,"j^9#

v Status (u7) QMk

v Attributes (0-) QMk

v Statistics (}W) QMk

v End Points ((sI&]$sH) QMk

v Security Protection Indices (;-ejF#<]n$sGC/9) QMk

Status QMk: 3NQMkO"*r5l? IPSecf<6<&G<?&HsMkNu7K

X9kpsrs!7^9#33KO"!NU#<kI,"j^9#

Tunnel *r5l?HsMkN$sGC/9Vf#

Status HsMkNu7: active ("/F#V) ^?O destroy (K~)#vDf<6<O"

3NMrVStatusWQMk+iQ9G-^9#
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Remote IP Address
HsMkNjb<H IP "Il9#

Local IP Address
HsMkNm<+k IP "Il9#

Up Time
HsMk,"/F#VKJCF$?~VN95#

Total Security Association Refreshes
BT5l?;-ejF#<&"=7(<7gs&jUlC7eNgWt#

Current Security Associations
=TN;-ejF#<&"=7(<7gsNt#

Expired Security Associations
|BZl7?;-ejF#<&"=7(<7gsNt#

Destroy All Tunnels
9YFN"/F#V IPSecf<6<&G<?&HsMkNK~r/07^9#v

Df<6<O"3NMrVStatusWQMk+iQ9G-^9#

Attributes QMk: 3NQMkO"*r5l? IPSecf<6<&G<?&HsMkN0

-KX9kpsrs!7^9#33KO"!NU#<kI,"j^9#

ID HsMkN$sGC/9Vf#

Control Tunnel
3N IPSecf<6<&G<?&HsMkKX"7? IPSec)fHsMkN$s

GC/9Vf#

Key Type
HsMkN-<&?$W#

Encapsulation Mode
HsMkN+W;k=b<I#

Security Association Lifetime
HsMkN;-ejF#<&"=7(<7gsN83~V (C)#

Security Association Refresh Threshold Percent
;-ejF#<&"=7(<7gs&jUlC7e7-$MQ<;sH#

In SA Encryption
3NHsMkGHQ5lk$sP&sIEf=?$W#

In SA Authentication
3NHsMkGHQ5lk$sP&sI'Z"k4j:`#

Out SA Encryption
3NHsMkGHQ5lk"&HP&sIEf=?$W#
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Out SA Authentication
3NHsMkGHQ5lk"&HP&sI'Z"k4j:`#

Statistics QMk: 3NQMkO"*r5l? IPSecf<6<&G<?&HsMkNH

Q}Wrs!7^9#33KO"!NU#<kI,"j^9#

In Bytes
3NHsMkrp7Fu.7?P$Ht#

In Byte Counter Wraps
e.P$H&+&s?<,^jV7?st#

In Decompressed Bytes
3NHsMkrp7Fu.7?r`P$Ht#

In Decompressed Byte Wraps
e.r`P$H&+&s?<,^jV7?st#

In Packets
3NHsMkrp7Fu.7?Q1CHNt#

In Dropped Packets
3NHsMkrp7Fu.fKQ~5l?Q1CHNt#

In Authentications
3NHsMkGBT5l?$sP&sI'ZNt#

In Authentication Failures
3NHsMkGBT5lF:T7?$sP&sI'ZNt#

In Decryptions
3NHsMkGBT5l?$sP&sI|fNt#

In Decryption Failures
3NHsMkGBT5lF:T7?$sP&sI|fNt#

Out Bytes
3NHsMkrp7Fw.7?P$Ht#

Out Byte Counter Wraps
/.P$H&+&s?<,^jV7?st#

Out Decompressed Bytes
3NHsMkrp7Fw.7?r`P$Ht#

Out Decompressed Byte Wraps
/.r`P$H&+&s?<,^jV7?st#

Out Packets
3NHsMkrp7Fw.7?Q1CHNt#

Out Dropped Packets
3NHsMkrp7Fw.fKQ~5l?Q1CHNt#
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Out Authentications
3NHsMkGBT5l?"&HP&sI'ZNt#

Out Authentication Failures
3NHsMkGBT5lF:T7?"&HP&sI'ZNt#

Out Encryptions
3NHsMkGBT5l?"&HP&sIEf=Nt#

Out Encryption Failures
3NHsMkGBT5lF:T7?"&HP&sIEf=Nt#

End Points QMk: 3NQMkO"*r5l?HsMkN(sI&]$sHKX9kp
srs!7^9#33KO"!NU#<kI,"j^9#

Local Name
HsMkNm<+k>#

Local Type
m<+k&"Il9&?$W: subnet (5VMCH) ^?O range (OO)#

Local Protocol
HsMkNm<+k&WmH3k#

Local Subnet Mask
HsMkGHQ5lkm<+k&5VMCH&^9/#

Local Low IP Address
HsMkNm<+k<L IP "Il9#

Local High IP Address
HsMkNm<+keL IP "Il9#

Local Port
HsMk,HQ9km<+k&]<H#

Remote Name
HsMkNjb<H>#

Remote Type
jb<H&"Il9&?$W: subnet (5VMCH) ^?O range (OO)#

Remote Protocol
HsMkNjb<H&WmH3k#

Remote Subnet Mask
HsMkGHQ5lkjb<H&5VMCH&^9/#

Remote Low IP Address
HsMkNjb<H<L IP "Il9#

Remote High IP Address
HsMkNjb<HeL IP "Il9#
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Remote Port
HsMk,HQ9kjb<H&]<H#

Security Protection Indices QMk: 3NQMkO"HsMk,HQ7F$k;-ej
F#<]n$sGC/9 (SPI)KX9kpsrs!7^9#33KO"!NU#<kI,

"j^9#

SPI HsMk,HQ7F$k;-ejF#<]n$sGC/9#

Direction
SPI,,Q5lF$kHiU#C/N}~: in ($sP&sI) ^?O out ("&

HP&sI)#

Value SPI NM#

Protocol
SPI GHQ5lkWmH3k#

Previous IPSec User-Data Tunnels U)k@<

3NU)k@<O"b&"/F#VGJ/JCF$k IPSecf<6<&G<?&HsMk

KX9kpsrs!7^9#3NU)k@<KO"!NQMk,"j^9#

v Summary (Ws) QMk

v Statistics (}W) QMk

Summary QMk: 3NQMkO"J0N IPSecf<6<&G<?&HsMkKX9k

Wspsrs!7^9#33KO"!NU#<kI,"j^9#

Order HsMk,*;7?gx#

ID HsMkN ID#

Remote IP Address
HsMk,HQ7?jb<H IP "Il9#

Local IP Address
HsMk,HQ7?m<+k IP "Il9#

Up Time
HsMk,"/F#VG"C?~VN95#

Total SA Refreshes
3NHsMkGBT5l?;-ejF#<&"=7(<7gs&jUlC7e

Nt#

Total SAs
3NHsMkN;-ejF#<&"=7(<7gsNgWt#

Statistics QMk: 3NQMkO"*r5l?J0K"/F#VG"C? IPSecf<6

<&G<?&HsMkNHQ}Wrs!7^9#33KO"!NU#<kI,"j^

9#
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In Bytes
3NHsMkrp7Fu.7?P$Ht#

In Byte Counter Wraps
e.P$H&+&s?<,^jV7?st#

In Decompressed Bytes
3NHsMkrp7Fu.7?r`P$Ht#

In Decompressed Byte Wraps
e.r`P$H&+&s?<,^jV7?st#

In Packets
3NHsMkrp7Fu.7?Q1CHNt#

In Dropped Packets
3NHsMkrp7Fu.fKQ~5l?Q1CHNt#

In Authentications
3NHsMkGBT5l?$sP&sI'ZNt#

In Authentication Failures
3NHsMkGBT5lF:T7?$sP&sI'ZNt#

In Decryptions
3NHsMkGBT5l?$sP&sI|fNt#

In Decryption Failures
3NHsMkGBT5lF:T7?$sP&sI|fNt#

Out Bytes
3NHsMkrp7Fw.7?P$Ht#

Out Byte Counter Wraps
/.P$H&+&s?<,^jV7?st#

Out Decompressed Bytes
3NHsMkrp7Fw.7?r`P$Ht#

Out Decompressed Byte Wraps
/.r`P$H&+&s?<,^jV7?st#

Out Packets
3NHsMkrp7Fw.7?Q1CHNt#

Out Dropped Packets
3NHsMkrp7Fw.fKQ~5l?Q1CHNt#

Out Authentications
3NHsMkGBT5l?"&HP&sI'ZNt#

Out Authentication Failures
3NHsMkGBT5lF:T7?"&HP&sI|fNt#
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Out Encryptions
3NHsMkGBT5l?"&HP&sIEf=Nt#

Out Encryption Failures
3NHsMkGBT5lF:T7?"&HP&sIEf=Nt#
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h8O VPN bK?< Clients U)k@<

VPN bK?< Clients (/i$"sH) U)k@<O"l$d< 2 ;C7gsKX9kp

srs!7^9#3NU)k@<KO"!N5VU)k@<,^^lF$^9#

v Layer-2 Sessions (l$d< 2 ;C7gs)

Layer-2 Sessions U)k@<

3NU)k@<O"*r5l?uVNl$d< 2 ;C7gsKX9kpsrs!7^9#

3lKO"!N5VU)k@<,^^lF$^9#

v Active Sessions ("/F#V&;C7gs)

v Previous Sessions (J0N;C7gs)

Active Sessions U)k@<

3NU)k@<O"*r5l?uVN"/F#VNl$d< 2 ;C7gsKX9kps

rs!7^9#3NU)k@<KO"!NQMk,"j^9#

v Status (u7)

v Statistics (}W)

Status U)k@<

3NU)k@<O"*r5l?l$d< 2 ;C7gsKX9ku7psrs!7^9#

3NU)k@<KO"!NQMk,"j^9#

v Status (u7)

v Attributes (0-)

v Statistics (}W)

Status QMk: 3NQMkO"*r5l?l$d< 2 ;C7gsNu7KX9kps

rs!7^9#33KO"!NU#<kI,"j^9#

Tunnel *r5l?;C7gs,HQ9kHsMkN$sGC/9#

Session
;C7gsN$sGC/9#

Status ;C7gsNu7: active ("/F#V) ^?O destroy (K~)#vDf<6<O"

3NMrVStatusWQMk+iQ9G-^9#

Session Up Time
;C7gs,"/F#VKJCF$k~VN95#

Connect BPS
\3N.Y (SCH / C)#
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Authentication Method
3N;C7gsGHQ5lk'Z}0#

Encryption/Decryption
3N;C7gsNEf!=81# True (?) O";C7gsGEf=H|f,H

Q5lk3Hr(7^9#False (6) O"=li,HQ5lJ$3Hr(7^9#

Destroy All Sessions
9YFNl$d< 2 ;C7gsNK~r/07^9#vDf<6<O"3NM

rVStatusWQMk+iQ9G-^9#

Attributes QMk: 3NQMkO"*r5l?;C7gsN0-rj9H7^9#33

KO"!NU#<kI,"j^9#

Remote Name
;C7gsNjb<H>#

Line State
;C7gsNi$suV#

Local ID
;C7gsNm<+k ID#

Remote ID
;C7gsNjb<H ID#

Device Number
;C7gsGHQ5lF$kuVVf#

Serial Number
;C7gsGHQ5lF$kuVNL7Vf#

Bearer Type
;C7gsGHQ5lF$kA#?$W: digital (G#8?k) ^?O analog ("

Jm0)#

Framing Type
;C7gsGHQ5lF$kUl<`&?$W: synchronous (1|) ^?O

asynchronous (s1|)#

Local Packet Window
m<+k&Q1CH&&#sI&N5$:#

Remote Packet Window
jb<H&Q1CH&&#sI&N5$:#

Timeouts
3N;C7gsfK/87??$`"&HNst#

Next Send Sequence
!Nw.7<1s9VfNM#
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Next Receive Sequence
!Nu.7<1s9VfNM#

Remote PPD
jb<H&Q1CHh}YdN95#

Statistics QMk: 3NQMkO"*r5l?l$d< 2 ;C7gsN}Wpsrs!

7^9#33KO"!NU#<kI,"j^9#

In Bytes
u.7?P$Ht#

In Uncompressed Bytes
u.7?s5LP$Ht#

In Packets
u.7?Q1CHNt#

In Discarded Packets
u.fKQ~5l?Q1CHNt#

Out Bytes
w.7?P$Ht#

Out Uncompressed Bytes
w.7?s5LP$Ht#

Out Packets
w.7?Q1CHNt#

Out Discarded Packets
w.fKQ~5l?Q1CHNt#

Previous Layer-2 Sessions U)k@<

3NU)k@<O"*r5l?uVNJ0Nl$d< 2 ;C7gsKX9kpsrs!

7^9#3lKO"!N>0`\,^^lF$^9#

v Summary (Ws) QMk

v Statistics (}W) QMk

Summary QMk: 3NQMkO"*r5l?uVeN*r5l?l$d< 2 ;C7g

sKX9kWspsrs!7^9#33KO"!NU#<kI,"j^9#

Order ;C7gs,*;7?gx#

Tunnel ;C7gsGHQ5l?HsMkN$sGC/9#

Session
J0K"/F#VG"C?;C7gsN$sGC/9#
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Authentication Method
;C7gsGHQ5l?'Z}0#

Encryption/Decryption
;C7gsNEf!=81# True (?) O";C7gsGEf!=,HQ5l?

3Hr(7^9#False (6) O"=l,HQ5lJ+C?3Hr(7^9#

Up Time
;C7gs,"/F#VG"C?~VN95#

Statistics QMk: 3NQMkO"*r5l?uVeNJ0K"/F#VG"C?l$d
< 2 ;C7gsKX9k}Wpsrs!7^9#33KO"!NU#<kI,"j^9#

In Bytes
u.7?P$Ht#

In Uncompressed Bytes
u.7?s5LP$Ht#

In Packets
u.7?Q1CHNt#

In Discarded Packets
u.fKQ~5l?Q1CHNt#

Out Bytes
w.7?P$Ht#

Out Uncompressed Bytes
w.7?s5LP$Ht#

Out Packets
w.7?Q1CHNt#

Out Discarded Packets
w.fKQ~5l?Q1CHNt#
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h9O VPN bK?< Quality of Service U)k@<

3NU)k@<O"j=<9=sWmH3k (RSVP)rHQ9k"*r5l?;C7gs

N5<S9JAKX9kpsrs!7^9#3lKO"!N>0`\,"j^9#

v RSVP

RSVP U)k@<

3NU)k@<KO"*r5l?;C7gsGHQ5lkj=<9=sWmH3k (RSVP)

KX9kps,~CF$^9#3NU)k@<KO"!NQMk,"j^9#

v Sessions (;C7gs)

v Sender PATH Messages (w.& PATH aC;<8)

v Upstream RESV Messages ("CW9Hj<` RESV aC;<8)

Sessions QMk

3NQMkO"*r5l?;C7gsN RSVP psrs!7^9#33KO"!NU#

<kI,"j^9#

Session Index
;C7gs&$sGC/9#

Session Type
;C7gs&?$W#

IP Protocol
;C7gsGHQ5lk IP WmH3k#

Destination Address
;C7gsN"Fh"Il9#

Destination Port
;C7gsN"Fh]<H#

Number of Senders
;C7gsNw.&Nt#

Number of RSVP Requests Received
*r5l?uV,u.7? RSVPWaNt#

Number of RSVP Requests Sent
*r5l?uV,w.7? RSVPWaNt#
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Sender PATH Messages QMk

3NQMkKO"*r5l?;C7gsNQ9ps,~CF$^9#33KO"!NU

#<kI,"j^9#

Session Index
;C7gsN$sGC/9#

Sender Index
3N;C7gsKX"7?w.&N$sGC/9#

Session Type
;C7gsN?$W#

IP Protocol
;C7gsN IP WmH3k#

Destination Address
3N;C7gsKX"7?"Fh"Il9#

Destination Port
3N;C7gsKX"7?"Fh]<H#

Source Address
3N;C7gsKX"7?=<9&"Il9#

Source Port
3N;C7gsKX"7?=<9&]<H#

IPv6 Flow Identifier
3N;C7gsN IPv6 Um<1LR#

Previous Hop Address
>0N[CWN IP "Il9#

Previous Hop Logical Interface Handle
>0N[CWN@}$s?<U'<9&OsIk#

Last Interface Index
GeN$s?<U'<9&$sGC/9#

Average BPS
3N;C7gsN?Q\3.Y (SCH / C)#

Peak BPS
3N;C7gsNT</\3.Y (SCH / C)#

Maximum Expected Bytes
3N\3GD=JGgP$Ht#

Minimum Message Size
;C7gsGHQ9kG.aC;<8&5$:#
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Maximum Message Size
;C7gsGHQ9kGgaC;<8&5$:#

Refresh Message Interval
3N;C7gsGw.9kjUlC7e&aC;<8NVV#

Previous Hop Is RSVP
>0N[CW, RSVP[CWG"C?+I&+r(7^9#

Path Message Last Change
Q9&aC;<8,0sKQ95l?~o#

Policy 3Nw.&KX"7?]j7<#

Last TTL Value
3N;C7gsGHQ9kG*h0~VNM#

Non-IS Hop Detected
3N;C7gsGs IS [CW,!P5l?+I&+r(7^9#

Hop Count
3N;C7gsN[CW&+&sH#

Path Bandwidth
QCASh}#

Minimum Path Latency
G.Q9TA~V#

Maximum Transmission Unit
3N;C7gsNGgAw1L (MTU) 5$:#

Guaranteed Service
3N;C7gsGO5<S9,]Z5lk+I&+r(7^9#

Break In Service
3N;C7gsG5<S9c?,/87?+I&+r(7^9#

Hop Count Override
3N;C7gsN[CW&+&sH&*<P<i$I#

Path Bandwidth Override
3N;C7gsNQ9Sh}*<P<i$I#

Minimum Path Latency Override
3N;C7gsNG.Q9TA~V*<P<i$I#

Maximum Transmission Unit Override
3N;C7gsNGgAw1L*<P<i$I#
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Upstream RESV Messages QMk

3NQMkO"*r5l?;C7gsN"CW9Hj<` RESV aC;<8KX9kp

srs!7^9#33KO"!NU#<kI,"j^9#

Session Index
;C7gsN$sGC/9#

Request Index
WaN$sGC/9#

Session Type
;C7gs&?$W#

IP Protocol
3N;C7gsGHQ9k IP WmH3k#

Destination Address
3N;C7gsKX"7?"Fh"Il9#

Destination Port
3N;C7gsKX"7?"Fh]<H#

Source Address
3N;C7gsKX"7?=<9&"Il9#

Source Port
3N;C7gsKX"7?=<9&]<H#

Previous Hop Address
>0N[CWN IP "Il9#

Previous Hop Logical Interface Handle
>0N[CWN@}$s?<U'<9&OsIk#

Last Interface Index
GeN$s?<U'<9&$sGC/9#

Quality of Service
3N;C7gsKWa5l?5<S9JANh,#

Average BPS
3N\3N?Q.Y (SCH / C)#

Peak BPS
3N\3NT</.Y (SCH / C)#

Maximum Expected Bytes
3N\3GD=JGgP$Ht#

Minimum Message Size
3N\3GHQ9kG.aC;<8&5$:#
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Maximum Message Size
3N\3GHQ9kGgaC;<8&5$:#

Refresh Message Interval
3N\3NjUlC7e&aC;<8VV#

Scope 93<W&*V8'/HNM#

Shared Reservation
&Q=sN81#

Explicit Senders
@(*Jw.&N81#

Next Hop Is RSVP Hop
!N[CW, RSVP[CW+I&+r(7^9#

Last Change
0sNQ9N~o#

Policy 3NWaKX"7?]j7<#

Last TTL Value
u.7?GeNh0~VNM#

IPv6 Flow Identifier
IPv6 Um<1LR#
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h10O VPN bK?< Policies U)k@<

3NU)k@<KO"VPN \3r)f9kNKHQ5lk]j7<KX9kps,~CF

$^9#3NU)k@<KO"!N>0`\,"j^9#

v Device (uV) U)k@<

v Conditions (ro) U)k@<

v Actions ("/7gs) U)k@<

Device U)k@<

VDevice (uV)WU)k@<O"*r5l?uVQKn.5l?]j7<KX9kpsr

s!7^9#3NU)k@<KO"!NQMk,"j^9#

v Policies (]j7<)

v Filter Rules (U#k?<,')

v Policy to Rule ()f]j7<)

VDeviceWU)k@<N]j7<psN 3 DNQMkKO"9YF18U#<kI,"j

^9#U#<kIO"!NH*jG9#

Policy Name
]j7<N>0#

Status ]j7<Nu7: enable (HQD=) ^?O disable (HQTD)#vDf<6<O"

3NMrVPoliciesWQMk+iQ9G-^9#

Priority
]j7<N%hgL#

Validity
]j7<N-z81#

IPSec Manual ID
jnHG_j5l? IPSecHsMk ID#

Matches
3N]j7<NlWNt#

Validity Period
3N]j7<N-z|VN>0#

Traffic Profile
3N]j7<NHiU#C/&WmU!$kN>0#

Key Management Action
3N]j7<N-<I}"/7gsN>0#

Data Management Action
3N]j7<NG<?I}"/7gsN>0#
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Differential Services Action
3N]j7<N9L=5<S9&"/7gsN>0#

RSVP Action
3N]j7<N RSVP"/7gsN>0#

Conditions U)k@<

VPolicy Conditions (]j7<ro)WU)k@<O"*r5l?]j7<N-z|V*h

S]j7<&"/7gsKX9kpsrs!7^9#3NU)k@<KO"!N>0`

\,^^lF$^9#

v Validity Periods (-z|V) QMk

v Traffic Profiles (HiU#C/&WmU!$k) U)k@<

Validity Periods QMk

VValidity Periods (-z|V)WQMkO"9YFN-z|VNjAr=(7^9#33K

O"!NU#<kI,"j^9#

Validity Period Name
-z|VN>0#

Start Date and Time
-z|VN+O|~#

End Date and Time
-z|VN*;|~#

Month Mask
-z|VNntrhakNKHolk^9/#

Days Mask
-z|VN|trhakNKHolk^9/#

Start Time of Day
-z|VN+O~o#

End Time of Day
-z|VN*;~o#

Traffic Profiles U)k@<

VTraffic Profiles (HiU#C/&WmU!$k)WU)k@<O"]j7<KX"7?H

iU#C/&WmU!$kKX9kpsrs!7^9#3NU)k@<KO"!NQM

k,"j^9#

v Base Profiles (p\WmU!$k)

v Ingress/Egress Profiles (~& / P&WmU!$k)

v Remote ID Profiles (jb<H ID WmU!$k)
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Base Profiles QMk: VBase Profiles (p\WmU!$k)WQMkO"]j7<KX"

7?p\WmU!$kKX9kpsrs!7^9#33KO"!NU#<kI,"j^

9#

Traffic Profile Name
HiU#C/&WmU!$kN>0#

Low Protocol
<LWmH3kVf#

High Protocol
eLWmH3kVf#

Source Low IP Address
3NWmU!$kKX"7?<L=<9 IP "Il9#

Source High IP Address
3NWmU!$kKX"7?eL=<9 IP "Il9#

Source High Port
3NWmU!$kKX"7?eL]<H#

Source Low Port
3NWmU!$kKX"7?<L]<H#

Destination of Low IP Address
<L"Fh IP "Il9#

Destination of High IP Address
eL"Fh IP "Il9#

Destination Low Port
<L"Fh]<HVf#

Destination High Port
eL"Fh]<HVf#

Type-of-Service Byte Mask
type-of-serviceP$H&^9/#

Type-of-Service Byte Match
type-of-serviceP$HM-go;M#

Local ID Type
m<+k ID ?$W#

Local ID Value
m<+k ID M#

Remote ID Group Name
jb<H ID 0k<W>#
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Ingress/Egress Profiles: 3NSe<O"~& / P&WmU!$kKX9kpsrs!

7^9#33KO"!NU#<kI,"j^9#

Traffic Profile Name
HiU#C/&WmU!$kN>0#

Traffic Profile Ingress/Egress Index
PN$s?<U'<9N$sGC/9#

Ingress IP Address
$sP&sI&HiU#C/N IP "Il9#

Egress IP Address
"&HP&sI&HiU#C/N IP "Il9#

Remote ID Profiles QMk: 3NQMkO"HiU#C/&WmU!$kKX"7?j
b<H ID KX9kpsrs!7^9#33KO"!NU#<kI,"j^9#

Traffic Profile Name
HiU#C/&WmU!$kN>0#

Traffic Profile Remote Group
jb<H&0k<WN>0#

Index jb<H ID N$sGC/9#

Type jb<H ID N?$W#

Value jb<H ID NM#

Authentication Mode
3Njb<H ID GHQ5lk'Zb<I#

Actions U)k@<

3NU)k@<O"IPSec-<I}"IPSecG<?I}"9L=5<S9"*hSj=<

9=sWmH3k (RSVP)KX9kpsrs!7^9#3NU)k@<KO"!N>0`

\,"j^9#

v IPSecU)k@<

v Differential Services (9L=5<S9) QMk

v RSVPQMk

IPSec U)k@<: VIPSecWU)k@<O"IPSec-<I}*hS IPSecG<?I}K

X9kpsrs!7^9#3NU)k@<KO"!N>0`\,"j^9#

v Key Management (-<I}) U)k@<

v Data Management (G<?I}) U)k@<

Key ManagementU)k@<: VKey Management (-<I})WU)k@<O"IPSec-

<I}KX9kpsrs!7^9#3NU)k@<KO"!NQMk,"j^9#

v Actions ("/7gs)
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v Proposals (sF)

v Actions-to-Proposals ("/7gsHsF)

v Active Instances ("/F#V&$s9?s9)

ActionsQMk: VActions ("/7gs)WQMkO"-<I}"/7gsKX9kpsr

s!7^9#33KO"!NU#<kI,"j^9#

Key Management Action Name
-<I}"/7gsN>0#

Exchange Mode
r9b<I#

Connection SA Lifetime
\3N;-ejF#<&"=7(<7gsN83~V (C)#

Connection SA Lifesize
\3N;-ejF#<&"=7(<7gsN835$: (KB)#

Policy Role
]j7<Nrd#

Minimum Percent Refresh
G.;-ejF#<&"=7(<7gs&jUlC7e&Q<;sH#

Auto Start
+0+O81: true (?) ^?O false (6)#

Matches
3N"/7gsNlWNt#

ProposalsQMk: 3NQMkO"-<I}sFKX9kpsrs!7^9#33KO"

!NU#<kI,"j^9#

Key Management Proposal Name
-<I}sFN>0#

Authentication Method
3NsFGHolk'Z}0#

Hash Algorithm
3NsFGHolkOC7e&"k4j:`N>0#

Cipher Algorithm
3NsFGHolkEf"k4j:`N>0#

Diffie Hellman Group ID
3NsFN diffie hellman0k<W ID#

SA Lifetime
;-ejF#<&"=7(<7gs83~V (C)#
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SA Lifesize
;-ejF#<&"=7(<7gs835$: (KB)#

Actions-To-ProposalsQMk: 3NQMkO"-<&"/7gsH-<sFKX9kps

rs!7^9#33KO"!NU#<kI,"j^9#

Key Management Action Name
-<I}"/7gsN>0#

Proposal Name
-<I}sFN>0#

Proposal Order
-<I}sFNgx#

Action Details
VActionWQMkNpsNWs#\7/O"ActionsQMkr2H7F/@5$#

Proposal Details
VProposalsWQMkNpsNWs#\7/O"ProposalsQMkr2H7F/@5

$#

Active InstancesQMk: 3NQMkO""/F#VN-<I}$s9?s9KX9kp

srs!7^9#33KO"!NU#<kI,"j^9#

Action Name
-<I}"/7gsN>0#

Create Order
3N"/7gs,n.5l?gx#

KM Tunnel ID
-<I}HsMk ID#

KM Tunnel Index
-<I}HsMk&$sGC/9#

Action Details
VActionWQMkNpsNWs#\7/O"ActionsQMkr2H7F/@5$#

Status "/F#V&HsMkNu7: active ("/F#V) ^?O destroy (K~)#vD

f<6<O"3NMrVActive InstancesWQMk+iQ9G-^9#

IPSec Data ManagementU)k@<: 3NU)k@<O"IPSecG<?I}KX9kp

srs!7^9#3NU)k@<KO"!N>0`\,^^lF$^9#

v Actions ("/7gs) QMk

v Proposals (sF) QMk

v Active Instances ("/F#V&$s9?s9) QMk

v Transforms (Q9) U)k@<

v Correlations (jX) U)k@<
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ActionsQMk: 3NQMkO"IPSecG<?I}"/7gsKX9kpsrs!7^9#

33KO"!NU#<kI,"j^9#

Data Management Action Name
G<?I}"/7gsN>0#

Type "/7gsN?$W: permit (vD) ^?O deny (q])#

Tunnel Start IP Address
HsMkN+O IP "Il9#

Tunnel End IP Address
HsMkN*; IP "Il9#

Local Proxy Type
m<+k&Wm-7<N?$W#

Local Proxy Value
m<+k&Wm-7<NM#

Local Proxy Protocol
m<+k&Wm-7<NWmH3k#

Local Proxy Source Port
m<+k&Wm-7<&=<9&]<HVf#

Remote Proxy Type
jb<H&Wm-7<N?$W#

Remote Proxy Value
jb<H&Wm-7<NM#

Remote Proxy Protocol
jb<H&Wm-7<NWmH3k#

Remote Proxy Source Port
jb<H&Wm-7<&=<9&]<HVf#

SA Refresh Threshold Percent
;-ejF#<&"=7(<7gs&jUlC7e7-$M#

Minimum SA Refresh Threshold Percent
G.;-ejF#<&"=7(<7gs&jUlC7e7-$M#

Tunnel-In-Tunnel
HsMkbHsMk81#

Auto Start
+0+ON_j: enable (HQD=) ^?O disable (HQTD)#

Don’t Fragment Bit Handling
VGRSCHh}X_W81#
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Replay Prevention
F8I_N_j#

Matches
3N"/7gsNlWNt#

ProposalsQMk: 3NQMkO"G<?I}sFKX9kpsrs!7^9#33KO"

!NU#<kI,"j^9#

Name G<?I}"/7gsN>0#

Perfect-Forward-Secrecy
04>wk)N_j: enable (HQD=) ^?O disable (HQTD)#

Diffie Hellman Group ID
diffie hellman0k<W ID#

Active InstancesQMk: 3NQMkO""/F#VNG<?I}$s9?s9KX9k

psrs!7^9#33KO"!NU#<kI,"j^9#

Data Management Action
G<?I}"/7gsN>0#

Creation Order
G<?I}"/7gs,n.5l?gx#

Key Management Tunnel ID
-<I}HsMk ID#

Data Management Tunnel Index
G<?I}HsMk&$sGC/9#

Data Management Action Details
VData Management ActionWQMkNWs#\7/O"59Z<8NXActions Q

MkYr2H7F/@5$#

Key Management Action Details
VKey Management ActionWQMkNWs#\7/O"57Z<8NXActionsQM

kYr2H7F/@5$#

TransformsU)k@<: 3NU)k@<O"G<?I}NQ9KX9kpsrs!7^

9#3NU)k@<KO"!NQMk,"j^9#

v AH Transforms (AHQ9)

v ESP Transforms (ESPQ9)

v IPCOMP Transforms (IPCOMPQ9)

AH TransformsQMk: 3NQMkO"'ZXC@< (AH) Q9KX9kpsrs!7

^9#33KO"!NU#<kI,"j^9#
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AH Transform Name
'ZXC@<Q9N>0#

Encapsulation Algorithm
AH Q9GHolk+W;k="k4j:`#

Integrity Algorithm
AH Q9GHolk0g-"k4j:`#

SA Lifetime
;-ejF#<&"=7(<7gs83~V (C)#

SA Lifesize
;-ejF#<&"=7(<7gs835$: (KB)#

ESP TransformsQMk: 3NQMkO"+W;k=;-ejF#<&Z$m<I (ESP)

Q9KX9kpsrs!7^9#33KO"!NU#<kI,"j^9#

ESP Transform Name
ESPQ9N>0#

Encapsulation Algorithm
ESPQ9GHolk+W;k="k4j:`#

Integrity Algorithm
ESPQ9GHolk0g-"k4j:`#

SA Lifetime
;-ejF#<&"=7(<7gs83~V (C)#

SA Lifesize
;-ejF#<&"=7(<7gs835$: (KB)#

IPCOMP TransformsQMk: 3NQMkO"IPCOMPQ9KX9kpsrs!7^9#

33KO"!NU#<kI,"j^9#

Name IPCOMPQ9N>0#

IPCOMP Algorithm
5L"k4j:`N>0#

IPCOMP Vendor Algorithm
Ys@<&"k4j:`N>0#

SA Lifetime
;-ejF#<&"=7(<7gs83~V (C)#

SA Lifesize
;-ejF#<&"=7(<7gs835$: (KB)#

Correlation U)k@<: 3NU)k@<O"IPSecG<?I}sFH"/F#VQ9N

VNjXKD$FNpsrs!7^9#3NU)k@<KO"!NQMk,"j^9#

h10O VPN bK?< PoliciesU)k@< 61



v Data Management Proposal Correlation (G<?I}sFjX)

v AH Correlation (AHjX)

v ESP Correlation (ESPjX)

v IPCOMP Correlation (IPCOMPjX)

Data Management Proposal CorrelationQMk: 3NQMkO"G<?I}sFNjXK

X9kpsrs!7^9#33KO"!NU#<kI,"j^9#

Action Name
G<?I}"/7gsN>0#

Proposal Name
G<?I}sFN>0#

Proposal Order
G<?I}sFNgx#

Data Management Action Details
VData Management ActionsWQMkNWs#\7/O"59Z<8NXActionsQ

MkYr2H7F/@5$#

Data Management Proposal Details
VData Management ProposalsWQMkNWs#\7/O"60Z<8NXProposals

QMkYr2H7F/@5$#

AH Correlation QMk: 3NQMkO"'ZXC@< (AH) jXKX9kpsrs!7

^9#33KO"!NU#<kI,"j^9#

Proposal Name
G<?I}sFN>0#

AH Transform Name
AH Q9N>0#

AH Transform Order
AH Q9Ngx#

Data Management Action Details
VData Management ActionsWQMkNWs#\7/O"59Z<8NXActionsQ

MkYr2H7F/@5$#

AH Transform Details
VAH TransformWQMkNWs# 60Z<8NXAH TransformsQMkY r2H

7F/@5$#

ESP CorrelationQMk: 3NQMkO"+W;k=;-ejF#<&Z$m<I (ESP)

jXKX9kpsrs!7^9#33KO"!NU#<kI,"j^9#

Proposal Name
G<?I}sFN>0#

62 Nways Manager - VPN Managerf<6<:&,$I



ESP Transform Name
ESPQ9N>0#

ESP Transform Order
ESPQ9Ngx#

Data Management Action Details
VData Management ActionsWQMkNWs#\7/O"59Z<8NXActionsQ

MkYr2H7F/@5$#

ESP Transform Details
VESP TransformWQMkNWs# 61Z<8NXESP TransformsQMkY r2

H7F/@5$#

IPCOMP CorrelationQMk: 3NQMkO"IPCOMPjXKX9kpsrs!7^9#

33KO"!NU#<kI,"j^9#

Proposal Name
G<?I}sFN>0#

IPCOMP Transform Name
IPCOMPQ9N>0#

IPCOMP Transform Order
IPCOMPQ9Ngx#

Data Management Action Details
VData Management ActionsWQMkNWs#\7/O"59Z<8NXActionsQ

MkYr2H7F/@5$#

IPCOMP Transform Details
VIPCOMP TransformWQMkNWs# 61Z<8NXIPCOMP TransformsQMkY

r2H7F/@5$#

Differential Services ActionsQMk: 3NQMkO"9YFN9L=5<S9&"/7g

sNjAr=(7^9#33KO"!NU#<kI,"j^9#

Differential Services Action Name
9L=5<S9&"/7gsN>0#

Permission
"/7gsNvDM: permit (vD) ^?O deny (q])#

Queue Priority
"/7gsNTATs%hgL#

Bandwidth Type
"/7gsNSh}?$W#

Bandwidth Share
"/7gsNSh}&Q#
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TOS Mask
type-of-serviceP$H&^9/#

TOS Match
type-of-serviceP$HM-go;#

Matches
3N"/7gsNlWNt#

RSVP Actions: 3NQMkO"9YFN RSVP"/7gsNjAr=(7^9#33K

O"!NU#<kI,"j^9#

Name RSVP"/7gsN>0#

Permission
"/7gsNvDM: permit (vD) ^?O deny (q])#

Max Rate/Flow
Gg.Y / Um< (KB)#

Max Token-Bucket/Flow
GgH</s&P1CH / Um<#

Max Flow Duration
GgUm<N}3~V (C)#

Min Delay
G.Yd (C)#

Differential Services Action
9L=5<S9&"/7gsN>0#

Differential Services Action Details
VDifferential Services ActionWQMkNWs#\7/O"63Z<8NXDifferential

Services ActionsQMkYr2H7F/@5$#
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h11O VPN Monitor Events U)k@<

VPN Monitor Events ($YsH) U)k@<O"VPN bK?<KhCFBT5l?$Ys

HspKX9kpsrs!7^9#3NU)k@<KO"!N>0`\,"j^9#

v Layer-2 Authentication (l$d< 2 'Z) U)k@<

v IPSec Authentication/Encryption (IPSec'Z / Ef=) U)k@<

Layer-2 Authentication U)k@<

3NU)k@<O"bK?<5l?uV,BT7? l$d< 2 'ZKX9kpsrs!

7^9#3NU)k@<KO"!NQMk,"j^9#

v Statistics (}W)

v Tunnel Failure Log (HsMkc2m0)

v Session Failure Log (;C7gsc2m0)

Statistics QMk

3NQMkO"bK?<5l?uV,BT7? l$d< 2 'ZKX9k}Wrs!7^

9#33KO"!NU#<kI,"j^9#

Tunnel Successes
h0=5l?l$d< 2 HsMkNt#

Tunnel Failures
'ZG-J+C?NGh0=5lJ+C?l$d< 2 HsMkNt#

Session Successes
h0=5l?l$d< 2 ;C7gsNt#

Session Failures
'ZG-J+C?NGh0=5lJ+C?l$d< 2 ;C7gsNt#

Tunnel Failure Log QMk

3NQMkO"'ZG-J+C?NG*<Ws5lJ+C?l$d< 2 HsMkKX9

kpsrs!7^9#33KO"!NU#<kI,"j^9#

Failure Number
c2NVf#

Host c2,/-?HsMkN[9H#

IP Address
c2,/-?HsMkN IP "Il9#

Time c2N~o#
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Session Failure Log QMk

3NQMkO"'ZG-J+C?NG*<Ws5lJ+C?l$d< 2 ;C7gsKX

9kpsrs!7^9#33KO"!NU#<kI,"j^9#

Failure Number
c2NVf#

User ID
c2,/-?HsMkKX"7?f<6< ID#

Time c2N~o#

IPSec Authentication/Encryption U)k@<

3NU)k@<O"bK?<5l?uV,BT7? IPSec'Z*hSEf=KX9kps

rs!7^9#3NU)k@<KO"!NQMk,"j^9#

v Statistics (}W)

v IPSec Failure Log (IPSecc2m0)

Statistics QMk

3NQMkO"bK?<5l?uV,BT7? IPSec'Z*hSEf=KX9k}Wrs

!7^9#33KO"!NU#<kI,"j^9#

In Authentications
BT5l? IPSec$sP&sI'ZNt#

In Authentication Failures
:T7? IPSec$sP&sI'ZNt#

In Decryptions
BT5l? IPSec$sP&sI|fNt#

In Decryption Failures
:T7? IPSec$sP&sI|fNt#

Out Authentications
BT5l? IPSec"&HP&sI'ZNt#

Out Authentication Failures
:T7? IPSec"&HP&sI'ZNt#

Out Encryptions
BT5l? IPSec"&HP&sIEf=Nt#

Out Encryptions Failures
:T7? IPSec"&HP&sIEf=Nt#
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IPSec Failure Log QMk

3NQMkO"IPSec'Z*hSEf=Nc2KX9kpsrs!7^9#33KO"!

NU#<kI,"j^9#

Failure Number
c2NVf#

Reason
c2N}3#

Time c2N~o#

Tunnel ID
c2NHsMk ID#

SA SPI
c2N;-ejF#<&"=7(<7gs]n$sGC/9#

Source IP Address
c2N=<9 IP "Il9#

Destination IP Address
c2N"Fh IP "Il9#
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h12O VPN bK?< Operational U)k@<

3NU)k@<O"bK?<P]uVN0nKX9kpsrs!7^9#3NU)k@

<KO"!N>0`\,"j^9#

v Tunnels (HsMk) U)k@<

v Clients (/i$"sH) U)k@<

v Policies (]j7<) U)k@<

v LDAP U)k@<

v Traps (HiCW) U)k@<

Tunnels U)k@<

3NU)k@<O"l$d< 2 zrF<VkHm0&F<VkN5$:""/F#V&

l$d< 2 HsMk""/F#V IPSec)fHsMk"*hS"/F#V IPSecf<6

<&HsMkN=(*hS0n!=rs!7^9#3NU)k@<KO"!NQMk,

"j^9#

v Table Size (F<Vk&5$:)

v Inactivate Layer-2 Tunnels (l$d< 2 HsMkNsh0=)

v Inactivate IPSec Control Tunnels (IPSec)fHsMkNsh0=)

v Inactivate IPSec User Tunnels (IPSecf<6<&HsMkNsh0=)

Table Size QMk

3NQMkO"l$d< 2 zrF<Vk*hSm0&F<VkN5$:KX9kpsr

s!7^9#33KO"!NU#<kI,"j^9#

Layer-2 History Tables
]}9k,W,"k"J0Nl$d< 2 HsMk*hS;C7gsN(sHj

<t#vDf<6<O"3NMrVTable SizeWQMk+iQ9G-^9#

Layer-2 Authentication Failure Tables
l$d< 2 'Zc2F<VkbK]}9k(sHj<t#vDf<6<O"3

NMrVTable SizeWQMk+iQ9G-^9#

Inactivate Layer-2 Tunnels QMk

3NQMkGO"vDf<6<,l$d< 2 HsMkrsh0=G-^9#33KO"

!NU#<kI,"j^9#

Active Layer-2 Tunnels Details
VActive Layer-2 TunnelsW("/F#V&l$d< 2 HsMk) QMkNWs#

Status 1lHsMkNK~r/07^9#vDf<6<O"3NMrVInactivate Layer-2

TunnelsWQMk+iQ9G-^9#
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Destroy All Tunnels
9YFNHsMkNK~r/07^9#vDf<6<O"3NMrVInactivate

Layer-2 TunnelsWQMk+iQ9G-^9#

Inactivate IPSec Control Tunnels QMk

3NQMkGO"vDf<6<, IPSec)fHsMkrsh0=G-^9#33KO"!

NU#<kI,"j^9#

Active IPSec Control Tunnel Details
VActive IPSec Control TunnelsW("/F#V IPSec)fHsMk) QMkNW

s#

Status 1lHsMkNK~r/07^9#vDf<6<O"3NMrVInactivate IPSec

Control TunnelsWQMk+iQ9G-^9#

Destroy All Tunnels
9YFNHsMkNK~r/07^9#vDf<6<O"3NMrVInactivate

IPSec Control TunnelsWQMk+iQ9G-^9#

Inactivate IPSec User Tunnels QMk

3NQMkGO"vDf<6<, IPSecf<6<&HsMkrsh0=G-^9#33K

O"!NU#<kI,"j^9#

Active IPSec user Tunnel Details
VActive IPSec user TunnelsW("/F#V IPSecf<6<&HsMk) QMkN

Ws#

Status 1lHsMkNK~r/07^9#vDf<6<O"3NMrVInactivate IPSec

user TunnelsWQMk+iQ9G-^9#

Destroy All Tunnels
9YFNHsMkNK~r/07^9#vDf<6<O"3NMrVInactivate

IPSec user TunnelsWQMk+iQ9G-^9#

Clients U)k@<

3NU)k@<O"l$d< 2 ;C7gsN=(*hS)f!=rs!7^9#3NU

)k@<KO"!NQMk,"j^9#

v Inactivate Layer-2 Sessions (l$d< 2 ;C7gsNsh0=)

Inactivate Layer-2 sessions QMk

3NQMkGO"vDf<6<,l$d< 2 ;C7gsrsh0=G-^9#33KO"

!NU#<kI,"j^9#
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Active Layer-2 Sessions Details
VActive Layer-2 SessionsW("/F#V&l$d< 2 ;C7gs) QMkNWs#

Status 1l;C7gsNK~r/07^9#vDf<6<O"3NMrVInactivate

Layer-2 SessionsWQMk+iQ9G-^9#

Destroy All sessions
9YFN;C7gsNK~r/07^9#vDf<6<O"3NMr

VInactivate Layer-2 SessionsWQMk+iQ9G-^9#

Policies U)k@<

3NU)k@<O"VPN uVN]j7<N=(*hS)f!=rs!7^9#3NU)k

@<KO"!NQMk,"j^9#

v Enable/Disable Policies (]j7<NHQD= / HQTD)

v Reload Device Policies (uVN]j7<NFm<I)

Enable/Disable Policies QMk

3NQMkGO"f<6<O*r7?uVN]j7<rHQD=^?OHQTDKG-

^9#33KO"!NU#<kI,"j^9#

Policy Details
VPoliciesW(]j7<) QMkNWs#

Status ]j7<NHQD=^?OHQTDr/07^9#vDf<6<O"3NMr

3NQMk+iQ9G-^9#

Reload Device Policies QMk

3NQMkGO"f<6<ObK?<5lkuV,HQ9k]j7<rFm<IG-^

9#33KO"!NU#<kI,"j^9#

Administrative Definition Details
I} Lightweight Directory Access Protocol (LDAP)jANWs#\7/O"72Z

<8NXAdministrative ParametersQMkYr2H7F/@5$#

Operational Definition Details
0n LDAP jANWs#\7/O"72Z<8NXOperational ParametersQMkY

r2H7F/@5$#

Reload Policies
]j7<NFm<Ir/07^9#vDf<6<O"3NQMk+i]j7<

rFm<IG-^9#
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LDAP U)k@<

3NU)k@<O"Lightweight Directory Access Protocol (LDAP)Qia<?<N=(*

hS)f!=rs!7^9#3NU)k@<KO"!NQMk,"j^9#

v Operational Parameters (0nQia<?<)

v Administrative Parameters (I}Qia<?<)

Operational Parameters QMk

3NQMkO"LDAP 0nQia<?<KX9kpsrs!7^9#33KO"!NU#

<kI,"j^9#

Status jANu7: enable (HQD=) ^?O disable (HQTD)#

Primary LDAP Server IP Address
1 ! LDAP 5<P<N IP "Il9#

Secondary LDAP Server IP Address
2 ! LDAP 5<P<N IP "Il9#

LDAP Server Level
LDAP 5<P<NlYk#

Policy Base Name
uVN]j7<&Y<9&*V8'/HN>0#

Port LDAP 5<P<,HQ9k]<HVf#

Timeout
LDAP 5<P<,HQ9k?$`"&HM#

Retry Interval
LDAP 5<P<,HQ9kFnTVV#

User ID
LDAP 5<P<Nf<6< ID#

Administrative Parameters QMk

3NQMkO"LDAP Qia<?<N)f!=rs!7^9#VOperational ParametersW(0

nQia<?<) QMkH18U#<kI,~CF$^9,"3NQMkGO"vDf<

6<,Qia<?<NMrQ9G-^9#

Traps U)k@<

3NU)k@<O"VPN HiCWN=(*hS)f!=rs!7^9#3NU)k@<K

O"!NQMk,"j^9#

v Layer-2 Trap Control (l$d< 2 HiCW)f)

v IPSec Trap Control (IPSecHiCW)f)
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Layer-2 Trap Control QMk

3NQMkO"*r5l?uVNl$d< 2 HiCWKX9kpsH"=N)f!=r

s!7^9#vDf<6<O"3NQMkbN9YFNU#<kINMrQ9G-^

9#VLayer-2 Trap Control (l$d< 2 HiCW)f)WQMkKO"!NU#<kI,

"j^9#

Tunnel Start Traps
HsMk+OHiCWh}Nu7: enable (HQD=) ^?O disable (HQTD)#

Tunnel Stop Traps
HsMkd_HiCWh}Nu7: enable (HQD=) ^?O disable (HQTD)#

Tunnel Authentication Failure Traps
HsMk'Zc2HiCWh}Nu7: enable (HQD=) ^?O disable (HQT

D)#

User Authentication Failure Traps
f<6<'Zc2HiCWh}Nu7: enable (HQD=) ^?O disable (HQT

D)#

IPSec Trap Control QMk

3NQMkO"*r5l?uVN IPSecHiCWKX9kpsH"=N)f!=rs!7

^9#vDf<6<O"3NQMkbN9YFNU#<kINMrQ9G-^9#

VIPSec Trap Control (IPSecHiCW)f)WQMkKO"!NU#<kI,"j^9#

Control Tunnel Start Traps
)fHsMk+OHiCWh}Nu7: enable (HQD=) ^?O disable (HQT

D)#

Control Tunnel Stop Traps
)fHsMkd_HiCWh}Nu7: enable (HQD=) ^?O disable (HQT

D)#

User-Data Tunnel Start Traps
f<6<&G<?&HsMk+OHiCWh}Nu7: enable (HQD=) ^?O

disable (HQTD)#

User-Data Tunnel Stop Traps
f<6<&G<?&HsMkd_HiCWh}Nu7: enable (HQD=) ^?O

disable (HQTD)#

Authentication Failure Traps
'Zc2HiCWh}Nu7: enable (HQD=) ^?O disable (HQTD)#

Decryption Failure Traps
|fc2HiCWh}Nu7: enable (HQD=) ^?O disable (HQTD)#
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h13O VPN bK?< Tests U)k@<

3NU)k@<GO"f<6<O[9HHNVN]j7<"\3-"*hS~z~Vr

F9HG-^9#3NU)k@<KO"!N>0`\,^^lF$^9#

v Policy Test (]j7<&F9H) QMk

v Layer-2 Tests (l$d< 2 F9H) U)k@<

v Remote Ping (jb<H Ping) QMk

Policy Test QMk

3NQMkGO"]j7<&F9HrB\7"=NkLr!$G-^9#F9Hr+O

9kKO"=<9&"Il9H"Fh"Il9"=<9&]<HH"Fh]<H"HQ

9kWmH3k"*hSWa5lk5<S9N?$WrXj7^9#F9H,0;9k

H"*r5l?]j7<H"/7gs,=(5l^9#VPolicy Test (]j7<&F9H)W

QMkKO"!NU#<kI,"j^9#

Test Index
F9HN$sGC/9#

Result F9HNkL#

Status F9HN(sHj<Nu7#

Source IP Address
F9HKHQ9k=<9 IP "Il9#3NMO"33GQ9G-^9#

Source Port
F9HKHQ9k=<9&]<H#3NMO"33GQ9G-^9#

Destination IP Address
F9HKHQ9k"Fh IP "Il9#3NMO"33GQ9G-^9#

Destination Port
F9HKHQ9k"Fh]<H#3NMO"33GQ9G-^9#

Protocol
F9HKHQ9kWmH3k#3NMO"33GQ9G-^9#

TOS Byte
F9HKHQ9k type-of-serviceP$H#3NMO"33GQ9G-^9#

Key Management Policy
*r5l?-<I}]j7<#

Key Management Action
*r5l?-<I}"/7gs#
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Data Management Policy
*r5l?G<?I}]j7<#

Data Management Action
*r5l?G<?I}"/7gs#

Diff Services Policy
*r5l?9L=5<S9&]j7<#

Diff Services Action
*r5l?9L=5<S9&"/7gs#

RSVP Policy
*r5l? RSVP]j7<#

RSVP Action
*r5l? RSVP"/7gs#

Layer-2 Tests U)k@<

3NU)k@<GO"l$d< 2 HsMkN\3-H~z~VrF9HG-^9#3N

U)k@<KO"!NQMk,"j^9#

v Layer-2 Connection Test (l$d< 2 \3F9H)

v Layer-2 Response Time Test (l$d< 2 ~z~VF9H)

Layer-2 Connection Test QMk

3NQMkGO"[9HXNx_*Jl$d< 2 \3-rF9HG-^9#F9Hr+

O9kKO"x_*[9HN>0r*r7^9#F9H,0;9kH"\3NDQ-,

=(5l^9#3NQMkKO"!NU#<kI,"j^9#

Test Index
F9HN$sGC/9#

Host \3-rF9H9k[9H#3NMO"33GQ9G-^9#

Result F9HNkL#

Tunnel Type
F9HKHQ9kHsMk&?$W#

Layer-2 Response Time Test QMk

3NQMkGO""/F#V&[9HN~z~VrF9HG-^9#F9Hr+O9k

KO""/F#V&[9HN>0r*r7^9#F9H,0;9kH"*r5l?[9

HXNQ1CHN}|~V,=(5l^9#3NQMkKO"!NU#<kI,"j^

9#
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Test Index
F9HN$sGC/9#

Host \3-rF9H9k[9H#3NMO"33GQ9G-^9#

Result F9HNkL#

Round Trip Time
F9H&Q1CHN}|~V#

Remote Ping QMk

3NQMkGO"=TN VPN uV+iLNuVXN~z~VrF9HG-^9# Pingr

+O9kKO"F9HKHQ9kjb<H&[9HN IP "Il9"Q1CH&5$:"

?$`"&HMrXj7^9#F9H,0;9kH"=N[9HXNQ1CHN}|~

V,=(5l^9#3NQMkKO"!NU#<kI,"j^9#

IP Address
Ping 9k IP "Il9#3NMO"33GQ9G-^9#

Packet Size
Ping KHQ9kQ1CH&5$:#3NMO"33GQ9G-^9#

Timeout Value
Ping KHQ9k?$`"&HM#3NMO"33GQ9G-^9#

Result Ping NkL#

Ping Time
F9HN}|~V#
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U?. C-v`

\qK*$F"|\GO/=5lF$J$IBM=JJ!#*hSWm0i`K"Wm0

i_s0^?O5<S9KD$F@Z^?Ob@9klg,"j^9#7+7"3N3

HO"@R,3Nh&JIBM=J"Wm0i_s0^?O5<S9r"|\G/=9k

U^,"k3Hr,:7b(9bNGO"j^;s#\qG" IBMi$;s9&Wm0i

`^?O>NIBM=JK@Z7F$kt,,"CFb"3N3HOv:Wm0i`^?

O=JN_,HQD=G"k3HrU#9kbNGO"j^;s#3liNWm0i`

^?O=JKe(F"IBMNN*j-"r/29k3HNJ$!=*K1yJ>RNW

m0i`"=J^?O5<S9rHQ9k3H,G-^9#?@7"IBMKhCF@(

*KXj5l?bNr|-"3liNWm0i`^?O=JKX"9kT/N>A*h

S!ZO*RMNU$GTCF$?@-^9#

IBM*hS>RO"\qGb@9kgjKX9kCv"JCvPjr^`K&8""^

?Oxn"rj-7F$klg,"j^9#\qO"3liNCv""&8""*hS

xn"KD$F"\qG@(5lF$klgr|-"B\""HQ"yrvz9k3H

rU#9kbNGO"j^;s#B\""HQ"yNvzKD$FO"<-N8hK"

qLKF4Hq/@5$#

)106-0032l~TAh;\Z3z\2-31

APvHj

IBM World Trade Asia Corporation

Intellectual Property Law & Licensing

For license inquiries regarding double-byte (DBCS) information, contact the IBM Intellectual

Property Department in your country or send inquiries, in writing, to:

IBM World Trade Asia Corporation
Licensing
2-31 Roppongi 3-chome, Minato-ku
Tokyo 106, Japan

\qK*$F IBM J0N Web5$HK@Z7F$k3H,"j^9,"X9e-\7

?@1G"j"h7F=liN Web 5$Hrd)9kbNGO"j^;s#=liN

Web 5$HK"kqAO"3N IBM Wm@/HNqANltGOJ/"=liN Web

5$HO"*RMN+JU$NbHG4HQ/@5$#

&8

!NQlO"IBM CorporationNFq*hS=N>NqK*1k&8G9#

DB2 IBM

Nways DB2 Universal Database
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Java*hS JavaY<9N&8Hm4O"Sun Microsystems, Inc.N&8^?OP?&8

G9#

Microsoft"Windows"Windows NT"*hS Windows 95H Windows 98Nm4O"

Microsoft CorporationN&8^?OP?&8G9#

PentiumO"Intel CorporationNP?&8G9#

Netfinity O"Tivoli Systems, Inc.N&8G9#

UNIX O"X/Open Company Limited+iHj*Ki$;s95lkP?&8G9#

Freelance GraphicsO"Lotus Development CorporationN&8G9#

>NqR>"=J>"*hS5<S9>O"=l>lFRN&8^?OP?&8G9#
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